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REAR (REVERSIBLE)* LEDs MANAGEMENT
Model Switch | 00/1000 100/1000/2.5G | o o | 10007106 Status out-of-band Model
Name Form-Factor - ing BASE-T RJ45 BASE-X PSU Infe ti Number
Fabric BASE-T RJ45 ports ports SFP ports SFP+ ports nformatio Console
n
1 x External In Front:
Desktol rts PoE+ (110) 1 port SFP
M4250-9G1F-PoE+ £ 20Gbps ? EZ di:iona: ( nW) - 1 - Power Adapter | Power LED Ethemet: GSM4210PD
A0 e D = (130W) POEMaxLED | 1G Out-of-band (Rear)
Desktop 2 ports SFP+ '1): Extt:\r;alt Fan LED Console: USB-C (Front)
M4250-8G2XF-PoE+ 56 Gbps | 8 ports PoE+ (220W) - - . wer Adapter | (GSM4210PX | Storage: USB-A (Rear) GSM4210PX
210 x40 x 140mm 1G; 10G
(254W) only)
1U rackmount 2 ports SFP 1x Fixed (C14
M4250-10G2F-PoE+ iy | SIS [, : : 855 GSM4212P
440 x 43.2 x 200mm 2 additional ports 1G On/off switch
1U rackmount 8 ports PoE+ (240W) 2ports SFP+ | 1x Fixed (C14)
M4250-10G2XF-PoE+ 440 x 43.2 % 200mm 60 Gbps 2 additional ports 16,106 On/off switch GSM4212PX
1U rackmount 8 ports PoE++** (720W, 2 ports SFP+ 1x Fixed (C14
M4250-10G2XF-PoE++ SRS || b= ORI 5 = (E19) GSM4212UX
440 x 43.2 x 257mm 2 additional ports 1G, 10G On/off switch
1U rackmount 24 ports PoE+ (300W) 4 ports SFP 1 x Fixed (C14)
M4250-26G4F-PoE: 60 Gby - GSM4230P
o+ 440x43.2x257mm P> | 2 additional ports 16 On/Off switch
24 ports PoE++
1,440W)**
1U rackmount i ) 4ports SFP 2 x Fixed (C14)
M4250-26GA4F-PoE++ 60Gbps | (1PSU/720W; - . GSM4230UP
440x43.2x400mm 2PSU/1,440W) 1G On/Off switch .
’ Available both | Ethemet:
2 additional ports infrontandin | 1GOut-of-band (Rear)
1U rackmount 24 ports PoE+ (480W) 4 ports SFP+ 1 x Fixed (C14) the rear: Console:
M4250-26G4XF-PoE. 132 Gb - - M4230PX
SGHFPOEY | 440443, 20400mm GPP5 |2 additional ports 1G; 10G On/Off switch RESRS 2520 Rear) e
B R e 1U rackmount @ Aot T 8 ports SFP 1 x Fixed (C14) Power LED E‘S’;SSIER: GSMA248P
-. - + + - K
o 440%43.2x400mm Ps PRSI (RbU) 16 On/Off switch | PoE Max LED (Rear)
M4250-40GEXF-PoE. 1U rackmount 240 Gby 40 ports PoE+ (960W) 8 ports SFP+ 1 x Fixed (C14) (PoE models) f]?;aAgTI:’ront) GSMA248PX
- -PoE+ s orts POE+ - - -
440x43.2x400mm P P 1G; 10G On/Off switch | FanLED LED Ext:
40 ports PoE++ Port LEDs USB-C (Front)
2 880W)™
M4250-40G8XF-PoE. ADEETEE 240 Gb i Sports SFP+ 3xFed (C14) GSM4248UX
& -PoE++ ps | (1PSU/720W; - - . 3
440x86.4x350mm o 1G; 10G
2PSU/1,650W: On/Off switch
3PSU/2,880W)
12 ports 2 ports SFP X
1U rackmount po + 1x Fixed (C14)
M4250-12M2XF 440x43.2x100mm 100 Gbps ;Oé)g\, 1G, - 1G, 106 On/Off switch MSM4214X
16 ports SFP+
MA250-16XF 1U rackmount 320 Gbps 10G only 1x Fixed (C14) ST
) 440x43.2x200mm ) ) (First 12 ports | On/Off switch
support 1G)
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N E TG E A RV Datasheet |M4250 series

‘ AV Line Managed Switches
#// AV Line

A0 AX
40 T
R B ~ B . COOL MODE Setting at
FAN OFF MODE Setting / maximum loading* QUIET MODE Setting at 25°C ambient** 250C ambient**
PoE PoE Power Fan Case Temp Fan Case
Model Name Fanless State Ambient | Sensor Power | Conditions Sensor Acoustic Temp Acoustic | Model Number
Load Duty (Top) Duty
Load (Top)
The switch is o " All ports can
M4250-9G1F-PoE+ il 25°C 50°C 110W ouszd] N/A N/A N/A N/A N/A N/A N/A N/A GSM4210PD
S1&2 <= RJ45 ports
0dBA / 37.4°C o
M4250-8G2XF-PoE+ 25°C 60°C 180W only (no 220W 10 <=60°C 33.6°C 19.3dBA 100 28.8°C 35.3dBA | GSM4210PX
Case Temp
53 <=58°C SFP+)
0dBA / 41.8°C All ports can
M4250-10G2F-PoE+ 25°C <=42°C 30W = 125W 25 <=36°C 35.9°C 27.38dBA 100 27.2°C 55dBA GSM4212P
Case Temp be used
0dBA / 39.6°C All ports can
M4250-10G2XF-PoE+ 25°C <=44°C 0w 240W 25 <=37°C 40.6°C 27.4dBA 100 30.9°C 56dBA GSM4212PX
Case Temp be used
0-250W 25 <=49°C 42.9°C 34.57dBA
m 250-380W 30 <=49°C 43.3°C 40dBA
° rts can
M4250-10G2XF-PoE++ 225:1{84;'6 C 25°C <=67°C 45W be E:ed 100 41.8°C 66.23dBA| GSM4212UX
2 380W-500W 35 <=49°C 44.9°C 44.22dBA
500W-720W 40 <=49°C 52.1°C 47.19dBA
0-200W 25 | S1<=43%C
., Goecazoc | 45C 28dBA
0dBA / 40.5°C S1e=43C 8 ports PoE
M4250-26G4F-PoE+ 25°C 45W 100 36.7°C 57dBA GSM4230P
Case Temp S2<=47°C (no SFP) S1<=44°C
200W-300W 30 §2<=48°C 51.3°C 34dBA
S1<=37°C
0-280W 20 §2<=39°C 52.9°C 28dBA
S1<=38°C
L o
280W-360W 25 §2<=40°C 57.4°C 36dBA
S1<=39°C
o
360W-420W 30 §2<=41°C 54.4°C 41dBA
S1<=40°C 720W
420W-480W 35 §2<=42°C 53.3°C 47dBA 36.7°C
M4250-26G4F-PoE++ Not Supported S1<= 41°C 100 69dBA GSM4230UP
ABOW-540W | 40 | oo ga0c 52.3°C 50dBA 1,440W
46°C
S1<=42°C
540W-600W 45 §2<=44°C 54.4°C 54dBA
S1<=43°C
600W-660W 50 §2<=45°C 53.6°C 57dBA
S1<=44°C
5 o
660W-1,440W | 55 §2<=46°C 55.7°C 60dBA
S1<=41°C
0-350W 20 o 39.3°C 25dBA
0dBA / 43.4°C ! St<=41°C 8 ports PoE 52<=46°C .
M4250-26G4XF-PoE+ Case Temp 25°C §2<= 46°C 45W (N0 SFP) §1<=42°C 100 32.3°C 67dBA GSM4230PX
350W-480W 30 470 36.8°C 42dBA
S2<=47°C
$1<=37°C
0-150W 20 $2<=50°C 43.1°C 30dBA
X 389 o
DR REE S1<=37°C 8 ports PoE 150W-200W 25 S1<=38°C 42.1°C 36dBA
M4250-40G8F-PoE+ 25°C 30W 100 35.4°C 68dBA GSM4248P
Case Temp 52<=50°C (No SFP) Sk BT
200W-340W 30 $2<=51°C 44°C 40dBA
340W-480W 35 S1<=40°C 47.6°C 47dBA
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‘ AV Line Managed Switches
#// AV Line

A0 AX
4O T 1
FAN OFF MODE i i loading* IET MODE : 250 bient** COOL MODE Setting at
(o] ODE Setting / maximum loading QU ODE Setting at 25°C ambient’ 250C ambient**
X g(c:vaer . PoE Power Fan Case Temp . Fan g:: .
Model Name Fanless State Ambient | Sensor Conditions Load Duty Sensor (Top) Acoustic Duty P Acoustic | Model Number
Load (Top)
0-400W 20 | I g 29dBA
$2<=46°C
400W-480W 25 S1e=34C 42.8°C 35dBA
S2<=47°C :
480W-560W 30 Sl=gse 41.9°C 41dBA
$2<=48°C '
SEOW-640W | 35 | S 0C | e 48dBA
$2<=49°C :
M4250-40G8XF-PoE+ Not Supported S1<=37°C 100 36.1°C 69dBA GSM4248PX
640W-720W 40 40.9°C 51dBA
$2<=50°C
S1<=38°C
720W-800W 45 40.7°C 54dBA
S2<=51°C
S1<=39°C o
800W-880W 50 $2<520C 40.4°C 57dBA
S1<=40°C
880W-960W 55 40.5°C 59dBA
$2<=53°C
S1<=37°C
0-160W 20 41.3°C 30dBA
$2<=49°C
160W-240W 25 S1<=38°C 38.8°C 36dBA
S1<=39°C . g 720W
240W-320W 30 §2<250°C 36.4°C 42dBA 31.4°C
320W-400W 35 S1<=40°C 35.3°C 49dBA
1,650W
M4250-40G8XF-PoE++ Not Supported S1<=41°C 100 350c | /1 dBA GSM4248UX
400W-480W 40 34.4°C 51dBA .
$2<=51°C
480W-560W | 45 | S1<=42°C 34.3°C 55dBA 2,880W
35.4°C
S1<=43°C
560W-640W 50 35.1°C 57dBA
$2<=52°C
660W-2,880W | 55 S1<=44°C 36.5°C 60dBA
0dBA / 56°C o s 8 ports 2.5G = o o
M4250-12M2XF Case Temp 25°C <=64°C - (N0 SFP+) - 25 <=58°C 53.5°C 28.5dBA 100 33.2°C 55dBA MSM4214X
M4250-16XF OdBA / 41.3°C 25°C <=78°C - 8 ports SFP+ - 25 <=67°C 41.6°C 27.44dBA 100 30.3°C 57dBA XSM4216F
Case Temp
* AZEQO2 W X 07t THsTto] T 2= 9t PoE 231 59| = NETGEAR' = Qs

2ol Meret 3L M B 4 ABLCL

Configured Profiles
“ dBA 22 1S0-7779 EZOf| M2t HAEE SPL(Sound Pressure

Level) 2t L|Ct. (Bystander Mode. HIAE & M 2% 25°C. MH|,

Profic Nam Profi VLAN D A

.«u "apeemant V. AN [ 102 1621 100
100%, CIOIE| % PoE 2E., %[ot0| AL.) S . .
[ 1G ices CriadeDacodo Vides 2 192
CPU Utilization Memaory Utilization Fans & Temperature

Inactve
Inaciive
Inacive

4.32%

Inactive

o on Duiet Cool

PAGE 4 0f63



NETGEAR

7/ AV Line

AsmEQ ol M

Datasheet |M4250 series
AV Line Managed Switches

LITE LAYER 3 PACKAGE
Spannin
Model fcvf a/nlgV6 Pv4 / IPv4 / IPv6 .- s Trunking IPv4 / IPV6 IPv4 / IPv4 / Jodel
\ c Management AV Q08 IPv6 Policing and VLANS Port Authentication | IPv6 IPV6 N° Z
ame Dedicated Ul . Multicast Convergence Green Channel Security Static Dynamic umber
DiffServ Filtering tEtherne Routing Routing
Auto-VolP
AV web-based GUI
NETGEAR IGMP™ Policy-based Auto-Trunk Port,
Out-of-band Designed for AV Plus for automated | routing (PBR) Static, and Auto-LAG Subnet,
installers IGMP between STP, MTP, Dynamic, | between M4250 VLAN
switches RSTP Voice Switches Successive routing
T Web GUI Ingress/ LLDP-MED ) e
. MAC iering
(main) AV-related controls | egress )
IGMPY3 MLDV2 |EEE 1588 PV(RISTP Static LAG, or (DOT1X; MAB; | Multicast |~ Ipv4: RIP
Snooping, GVRP/ Dynamic LACP Captive Portal) | static
HTTPs Audio over IP 1Kbps —- PTPV2 e
GMRP IPv4/1Pv¢
M4250 CLI; Telnet; SSH | profiles shaping & S% 1-Step BPDU/STRG - 6 Al
series Time-based End-to-End Root Guard (LACP automati- 2HCP ) : PIM-SM models
Transparent Double cally reverts to nooping DHCPv4 PIM-DM
SNMP, MIBs AVB profile* IGMPV1 v2 o VLAN AN oM Static Dynam1F ARP Server som
RSPAN SingleRate | Querier oc EEE802.3az | .o LAG) Inspection
Video over IP Policing (compatible v3) 5 (EERS ICE’US::JJce DHCP Relay
y AVB*: disabled by
Radius Users, profiles 802.1AS default) Privat Seven (7) ITZ/
TACACS+ Control Packet 502100 e /AL =iy Stateful
Mixed Audio and Flooding 1Qav, VLaNs | algorithms DHCPv6
Video profiles 802.1Qat MSRP, o
G 802.1ak MMRP, NEF
802.1ak MVRP
*HEATEQIO] 7|52 2to| A Q0] AFEE 4= USLICE
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TABLE SIZE
Routing/ P Multicast
Model MAC Switchgin Throughput | Application Packet L P Multicast| Jumbo IGMP Grou VLA DHCP Fl Model
Name ARP/NDP s 64-byte Route Scaling Buffer atency v Routing | Frames " Ns shlow Number
Capacity Entries membership
16K MAC Static:
20Gby
M4250-9GIF-PoE+ | 4KARP/ et | e 8O4v4/126v6 | 16Mb | <2.27ps1G GSM4210PD
NDP [PIEES RIP: 32v4
Rate
16K MAC Static:
56 Gbps
M4250-8G2XF-PoE+ | 4KARP/ e P ;‘/\1-67 894v4/126v6 | 1eMb | 214 16 GSM4210PX
NDP PPs RIP: 32v4 <0.84y5 10G
Rate
ARM A9
16K MAC Static: 1.25Ghz
24Ghy .
M4250-10G2F-PoE+ | 4KARP/  50ps A 894v4/126v6 | 16Mb | <2.27us1G " GSM4212P
Line- Mpps 32-Bit
NDP RIP: 32v4
Rate 2GB RAM
16K MAC Static:
60 Gbps i
M4250-10G2XF-PoE+ | 4KARP/ P 44.64 894v4/126v6 Tomp | 141G GSM4212PX
Line- Mpps . <0.84ps 10G
NDP RIP: 32v4
Rate
16K MAC Static:
60 Gbps ! .
M4250-10G2XF-PoE++ | 4KARP/ Line. e ;4 & 894v4/126v6 16mb | ! 8‘1‘“5 16 GSM4212UX
NDP Pps RIP: 32v4 <0.81ps 10G
Rate
Static:
16K MAC 60 Gbps
M4250-26GA4F-PoE+ Line- ;‘A“'("; 894v4/126v6 16Mb | <2.15.u5 1G GSM4230P
4K ARP/NDP PP RIP: 32v4 DHCP
Rate Server:
16K MAC 60 Gbps platic SRR Kipva A= 16 samplers
" Upto 4K
M4250-26G4F-PoE++ ) it 894v4/126v6 16Mb | <2.15p51G Zp 16pollers | GSM4230UP
4KARP/NDP | Line- Mpps ) 1281Pve | 12K 2K IPv6 VLANS | jpy4: 256 .
RIP: 32v4 8 receivers
Rate pools
1PV6: 16
16K MAC 132 Gbps Static: 2.29u5 1G Quad-Core pools
<Z. S -
M4250-26G4XF-PoE+ ) 98.21 894v4/126v6 16Mb . GSM4230PX
4KARP/NDP | Line-Rate Mpps <0.83us 10G | Cortex-A57
RIP: 32v4
ARMV8
1.8Ghz
Static: .
16K MAC 96 Gbps 64-bit
M4250-40G8F-PoE+ ) #kn 894v4/126v6 32Mb | <2.46ps 1G 2GBRAM GSM4248P
4KARP/NDP | Line- Mpps :
RIP: 32v4
Rate
16K MAC 240 Gbps Static 2.74u5 1G
<. S
M4250-40G8XF-POE+ Line-Rate :Ani 6 894va/126v6 | 3Mp ' GSM4248PX
4K ARP/NDP PP RIP: 32v4 <0735 10G
Static:
16K MAC 240 Gbps <2.78us 1G
M4250-40G8XF-PoE++ ) LS 894v4/126v6 32Mb s GSM4248UX
4K ARP/NDP | Line-Rate Mpps . <0.73ps 10G
RIP: 32v4
16K MAC Static: <2.84.ps 1G
100 Gbps
M4250-12M2XF 4K ARP/ Line_Ra't)e '7:‘40 894v4/126v6 16Mb | <6.02p1s 2.5G MSM4214X
NDP pps RIP: 32v4 <0.81ps10G | ARMA9
1.25Ghz
32-Bit
16K MAC Static:
320 Gby . . 2GB RAM
M4250-16XF 4K ARP/ v 238.08 8oav/126v6 | 1emp | w10 XSM4216F
NDP Mpps RIP: 32v4 <0.86y:5 10G

PAGE 6 0f 63




NETGEAR

NETGEAR AV Line M4250 A|2| == AV A 2719 o] S M3 BHHSH0] HA = RS L LT
x

7/ AV Line

Datasheet |M4250 series
AV Line Managed Switches

O ZDtAV HE MH| A X[R-DF I RE

g otERo S 2ZEQI0 2 IPE S 1Gb L2 S H|E|RE X|St=E MSF2E 24/ AV HE 29X 2telS WEASLICH

NETGEARM4250 A|2|=F8 7|5:

15.4W, 30W, 60W, 75W 2 90W AVolP
A= ZOIEE [T CHYSH PoE+ 2
Ultra90 PoE++ &MO| QL= 8-4871f ZE
oy

QLR & Y H|IL X

£ 916 g3 9 tHE (|
QHIEZE 9|3t 106 ¢EA M

AEt EEZX|O Z3{O N Zg0|
RME Q3 12 LE HE| 7|7HH|E
o|E4l 9 16 ZE 1G/10G HZE

M4250 A QX = A

S 4 ol MTE AN

iy
of

A
ra
2
o Hl
|m
d

3

_\'i -

or do
>
iela
=l
H
rr
oY
o

rgofr o

ol 0
O ng
|.|-|
i
o
Ho
m
|T
oM
-}
mjo
>
o

o otom e 1 A
njc
o
=)
ol
o

= ot
~
[>
40
>t
(T
N

>t
re
1B
o}
HU
mn
i=)
N
N

§ =8 2=t PoE £5}7+ H

« S}EH50x100mm VESAE 4xM5) S HHH
(EHZE 1xm10)2| LA TFHES Sl
U QIR0 HE T S 7ts

o 2o|d, BHY ARCIQ, HH H
O|2 ofzff == A2 5| S, AV
QRO AM AHESHY| HE[TH MER
M4250 ClA3E 2 &

NETGEARM4250 A|2|= AV 2T EQ)0]

75

o M4250 AQ|X|= IPE £t 2C|2 8l H|
[0 AFH M & Q1A Ee O

IAGE Yk 7d810|(Zero-Config) &
Al Z

o FIFJMO| LS AR AVEE YT
5t GUI AFR 7t

o AVTE QIEHO| A= EY AV 2 HE

— —

S0 & A HMA T AT AV ERX
=

£ oo} S5l 47 © ZE |8t m2

s

o QL9 ZR, AP F4El Dante
Q-SYS X AES67E€& TZE U AVB 2
ERS (RS

« H|C|R9| AL, NVX, SVSI, Q-SYS, N
DI, Kramer KDS, Aurora Multimedia,
ZeeVee, Atlona, Dante 3 SDVoE&
Z24 N3

o CHE AV ZE S M=K
Cl/HIC/HEE 28
NE

ERL
nE rhu

22 Q

2o

o AEFEEEX|E LS MNESH 51|
2|51 NETGEAR IGMP Plus ™ =78 7|&2 &
= M4250 22| X2} M4300M4500 ZHo]| H
E| HAE XtS2HE XS

o Auto-Trunk % Auto-LAG 7|52 =2
M4250 A 9| K| Ztel A ZADH St H
VLAN Trunk & LAG X535} X3!

NETGEAR M4250 A|2|= 7|E} AZE

g0 7|s:

o 2= M4250 20N S& Layer 2
2 Layer 3 29H AT NS

o M4250 A|2|=0| RE RES A
TEo[ 7Y, st HERZF, loT &
IPTVE @[oF &£ CHE & 7[8t 0| 2l
GUIE H&

PAGE 7 of 63



Datasheet |M4250 series
AV Line Managed Switches

NETGEAR

7/ AV Line
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DM % SSM ZHE[FHAE B2 &l DHC
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2 RJ45 3 USB Type-C ZE

EH AEZX], 21, 71¢ E= O|0|X]
oS st 3 USB-A ZE

NETGEARM4250 £ 5! X|2l:

NETGEAR ProSAFE X|$+A 2}0| ZE}
2 StEY0f 25+
2271 XY

AU SIEY O] A (Y
M4250 S AV over IP HIEQ{Z HA 0

Chet 20| % K@, ToOH, AN 52

Sales.Korea@netgearcom 2.2 O|H| &
2 2L !

Cg BN B

Next Tech

71E)

S X|9I8H= Voice VLAN o MH|A FLHS X|AS5HE YHOIE v\?;ﬂg:{; Business Support

£ 5% ®eof o[o|x| o
7tA3HEl BYODE 28 &5 0l
DOT1X, MAB 2! Captive Portal g+ HiE 798 Al2dt= 2L &
g AFg3t E8Hl O A5 NMS300 22| 2&
B olet 2teE Leto4 EEYg - HESS BH IB0IE MBS
EeS TTEOl pyva/ipve BN 2 5 ITEEIXS 218 A £5 FFO

o I A 3
= g2 OlE{HH|O| A CLI (Command Line Int

L erface)
obMd FEC EHX|, DHCP A%, IP & i o
AJIE B3 Qi pos 2 ostE & - AREOH| #2 JeiY QIHIo[AE
fokel pr = Ie) = =

atSE 12 |Pv4/IPve EOF 713 MD8h= 1T HE[XHE RIS ZE 718

of & Z& (M2l GuI
AV 2X[E I3t AV TE
QI I O] A [AR|X] IP F=22:8080]

GSM4210PX
GSM4210PD

7|8k Gul
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AV Line Managed Switches

7/ AV Line

7| otO[20|E

AV HX| £ 2|ctAV 8 uI
M4250 29X A2z 20t #HZAQ AV & . ZE
AE 2T AV 8 ¥ 7]8t GuUI QI H T 0| AQt
e 1IPE &3 2O W HCjgeR ZE
ol M T E[of ASLICH

nE

AHAL Z|HE AV TR HE

Dante, Q-SYS, AES67 5! AVB 2C|2 Z2E

NVX, AMX, Q-SYS, NDI, Kramer KDS, Aurora Multimedia, ZeeVee, Atlona, Dante S H|C|Q T2 X

QLR /HCR /HEE 8 =2

N

NETGEAR = QuestiontHelp - admin

Network Profiles

L

Overview M4250-26G4F-PoE+ Show Legends

Link Aggregation

Power over Ethernet

Security Auto-Trunk [ @)
Maintenance

AVB License ’
Configured Profiles

Diagnostics

Prc

e Name Profile type VLAN D P Add

[l Vanagement VLAN Data : 192.168.1.100 12
[l 0ante Primary Audio Dante 10 192.168.10.254 8
[l G Video EncodeiDecode Video 20 192.168.20.254 10

Profile Templates 3

Audio Dante
To connect IP Audio Dante devices and their controlier

Data
To connect PCs, SACN, Art-Net, MANet and other network devices

Audio Q-SYS
To connect IP Audio Q-SYS devices and their controller

Video with Q-SYS audio

To connect IP Video Encoders (TX), IP Video Decoders (RX), and their controller. Audio Q-SYS supported at the same time in the same
VLAN. Supported devices include Crestron NVX, AMX, Aurora Multimedia, ZeeVee, Atlona, Dante Video, NDI, SDVOE & etc

Video with AES67 audio

To connect IP Video Encoders (TX), IP Video Decoders (RX), and their controlier. Audio AES67 supported at the same time in the same
VLAN. Supported devices include Crestron NVX, AMX, Aurora Multimedia, ZeeVee, Atlona, Dante Video, NDI, SDVOE & etc.

Audio-over-IP AVB
To connect IP Audio AVB devices

UMl S5 72 242 st 16KMACF 2 HIO|=, 4K ARP U 4K S A| VLANs

=2

b

107|7HH| E & QIE{HO|AS Zeot RE HEQS S0 B2 07| AlZ

HE D Y2 =8 7t == M R 12kB 7t53t 95 X[

15.4W, 30W, 60W, 75W 5! 90W AVoIP(1G) A EZQIE

i

2IeH CHESE PoE+ U Ultra90 PoE++ 802.3bt &M 0| Q&= 8-48719| =

|m
]
2
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‘ AV Line Managed Switches
#// AV Line

Tier1 7}8%d

RSTP (Rapid Spanning Tree) ! MSTP (Multiple Spanning Tree)

rir
H:
rulru
H:
55
=FE
Hu
I
g
|'|0r
Of
kJ
Hn
1]
Hu
Ral
re
o
e
o
flo
1©Q
=
o
I~
n

o
ot ofo
ne ox
1% jo

NETGEAR PVSTP 732 AZAsH 45

s CH2 S 2 M 2| Per VLAN STP2)
I!j [[{ELTET 22| Per T, PVSTP= IEEE 802.1s0 &
£ "Fo|M 7t 2 Kto|Fo

al

Z, PEE 2 VLANZ PVSTP| S8 QIABAS MetL|rt,
E

FastUplink 71’52 27 A|Z+8 0|7] 98} 2
=4 o|sELC,

FastBackbone 7|52 7t ZEJ} Hujf & If 22 71 ZEZ MEelL(CH
NETGEAR PVRSTP o2 At 4= 28 A EZE RPVST+ 45 284 =3

?ls e 32 YH 2l Per VLAN RSTPRL St

TAE WEHL

ot M0

.
F O
<
el
wv
_|
'U

i
H
m
m

(=]
o
N
b3
2

ox

_0
el
wv
_|
o

K
Hu
Hn

U

1=

E[]
>
ot

2
he)
<
el
wv
_|
hel

.
<

—
>
=z
il
Of
i
10
il
|
[>

i
nx

o2

AN
o &, e ZH VLANZ PVRSTPR| S5 QABAS M3MBLICH
Z PVRSTP QIABIAE M2 SYHQ RE BRX|E MEFLCH
E

mr2tA VLANO| T+ & 2t XS0 &

« Per VLAN RSTP+ FastUplink %! FastBackboneS 7|20 2 X|EHL|Ct,
L& 2l DHCP M7t =35t IP T4 SF UK = RLUXQ IP FA 50| WA HEYF HES Wolidte A LR|gL T

o
e
m
=)
2
rlIItI

u

IP Event Dampening2 2t & T2 EZ0f

: 2 (Flap)©] Y2 SYLICH 249E T2ESS QIR HO|AT YT UIHK| YAHZ X2l (Rerys ol
T0| 2 0] M) B ZABtotof | 9|3 0] FEHK 9 Z

| O|-7(-|A-I% A EFALA|

=2 =
DHCP 2 BootP At HX|E &% At 742 o 7tstt 4 WY 22| 7|5, IP FA L =AE 0|F 0fE, HEQIOM £7|3tk= SA| HE 74 TS o2 22(X|
oil X1|16+01 it BYZE 8O|SHA 2rLct

2Q0X| L Bzt 7| MAC A= CLIOIAM ZHERSE "show hardware" 3@ 2 &N E[0] ZAM 3 AA 74 XA g &0|5HA Lt

M4250 Dl-ICP L2 20| 01|0|7£EEE i%EI’“ HE « DHCP Z20| 00| E+= DHCP HIA|X|E AN 2[3t Af DHCP HA|X|E H-dgLct.
—&3 = ARERI onldr ARIL = B B « VLANOj| CHst DHCP & 2f 0] &4 82 circuit-id % remote-id x|

« DHCP 20| Ofo|HE £ YetNoz |p 2t &S QAASs HX|0|H 20]0f 3 Hefo] ofo|HEetnE BFL|Ct
Auto-VoIPE E3t XE VolP 4 £9| XM F3l AA MAC TAO ZZEZ (SIP, 323A'§<I Ul HFO|E (7|2 CIO|E{H[o]~ &AM X} 7|8 oung 7|t EE

SCCP) E= 0 7
07| 1 )g%;au F10] CH2 Bt EBfT L VolP 2E 2 HIO|E1 LAl

==0

S BET OHE S5 9N 1P TE| BiZE thestLch ECfE 2 2RO SHE sS4
2 2500 2o MH[A SHAE HI*—%‘LIEL

[ll

ZF7t EgfE ZH2|E 28] Auto-VolPZ HZEl Voice VLANS &A 78 & = JASL|CT.

HfZ =l P 3}7t LLDP-MEDE &4 & Uf Voice VLAN2 LLDP-MEDES AHE23}0] VLAN ID, 802.1P 24 =% % DSCP Zt= IP Mo M SA| BIZE 7t
oL Ch.

oieh = A= T Yo YHOIE/TY HBS flet 0| Heof o|OjX| & 0|F 78 md

YA (ME s s ¥n2|F ZE IEEE 802.3adE E=5t= CHE S5 M 291K, MH| = AER[X| Aol BE ROl o|Hul A1t %[0 =ehyd, AT
gl 28 392 2ot Qo TE kY /LAG(802.3ad-802.1AX) 791 )-EE= SH LAG £= L E A E0| Q= IEEE 802.1AX (2 7H5¢t LACP 23 2 Mo Z2EE)

LACP ZE= TH LAGSt A5 2 TEEH, O|E 50| 3T £7|3t E= 7Y 50| =2ETJH G 0|4 LACPZt OtE I |87 LICE.
Auto-LAG : 5 M4250 22| X| AtO[of = O| &2 AT} U= P Link Aggregation GroupO| AtS 22 M E L|C},

UDLD (Unidirectional Link Detection Protocol) X Aggressive UDLD&= et 2371 ot dgfo 2 Eafa M-S FX|5H= Layer 2 4 {0 O] &S
7| floh et @A E XS 2 ZX|sta WX gL ot

I'?.'_
_?E
i
ol
o
0
M
of

ZLE 0|5 7|52 Ar8otH 2E QIEH|0[A0 20| ZetEl 0|5 M8 = A2H R THo| 22| LY XA0M O B3 o = AELICE
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‘ AV Line Managed Switches
#// AV Line

SDM (A|AE! H|O|E{ BH2| EE= AQ|X| H|O|E{HO]A) &l +  ARP EE (2t E QIE{T 0| A0 Ch3t IPv4 T4 20l ZREE ARP 7HA|Q] £|C] 5 )
ZE32 MBSt IPv4 EE= IPve O Z2|#[0|40]| 2 Al .
_;g@ | A|~E 3 A Him} 7|——§H_|Ef_ « IPv4 RL HAE HZE (IPv4 R HAE ML HO|E &=2| 2|0 )

+ IPv6 NDP &5 (IPvé Neighbor Discovery Protocol NDP 7HA| &5 2| £|Cf =)
« IPv6 RLI HAE HZE (IPve RLI HHAE ML EO|2 59| 2|0f )
+ ECMP LIS 5 (IPv4 X IPv6 RL| 7H2E T H|O|20| X
«  IPv4 ZE| HHAE HZ (IPv4 ZE| JHAE L B0 59| A
«  IPv6 HE| IHAE HZ (IPve HE| JHAE TE BlO|E 29| 2]
228 Z2EE A2 23 29 QIHHO[A B2
Private VLAN 2 27 TEA| ARPE F7} HOIOZ H2E JHAES F0|& O £20| gLt
22| VLAN ID= £ 40| HOlE 9ol AFEXIZF MEH T 4= QB LICH

o
o5
Auto-Trunk : M4250 22| X| 7} CHE M4250 A X[0f| HZE|= SA| AHE VLAN EEHZ

LEA Ol B E XA S I3t 8A EFE CLI(Command Line Interface)E &3 VLAN 24, VLAN 0|5 X|7, VLAN Trunking, GVRP S50 O[3 SX o2 44 &l VLAN 0f| Tt
VLAN “E& 3t 8 VLAN EHY QI T O|A ) QIHEO|A OF Ee 2E QI 0|A S0 Chslf SHHO]| VLAN ID(PVID) 3! VLAN Tagging A| 8 &1t 22 2 VLAN E2|/473

802.1Q D|A AEZQIER A HE MM ZEQL 7|2 VIANS A8t 29/X| 7+ 238 EY3 ZEZ VIAN 7Y 2t43t
= s

ANAE 7|22 NHECE XE H HRE JHAE HE| JHAE U FL IHAE AF X0 H7HSI0] BYODE A8 3T WESRR W 85 2HE €22 = Ue
DoS 34 % Zg U= S20|UE0| TS Lt o|1 st E5E M3 Ct

HA BE U oA X5 7|50 w2k LEHE Voice VLAN 7|52 AFE3I0] IP R ZL| 22| 7t ChestE L Ch

ZZH QI "system utilities” X "Clear” BHO| ME&= HZ EME sHZstn 22| 284S FUatst7| Qo CrYe fH8 3T 72422 St o =20 €
LIC}. traceroute (CLIOA] AIHEE' i S7|A SHeR 5 CHRIE o|aT I I{ZI0| HHZE Fote ZEE AM), MR &F & MAC T, 7t2H, HE| JHAE
T2 OO E{H| O] A0 M IGMP Snooping H|O|E2 &2 5& X| SLIC}.

Aot HEA 2X sHZ2 2ldh Syslog X T2 X E USB X2 &g = A&

IT HE 2 A0l BAHE X[ALOIM o= 7453 HERR HEFE 9T oK 7tss 3% 7|2 74 ot

DEZFQ SYAUSA AZEQ O B EHEL D=2 Qs HT (HTTPS, SFTP, SCP)S Z&3l0] FY AZEQ0 ¢ ol= I 71 T4 22| (HTTP, TFTP)S
SIsh x| A& Lct

SNTP (Slmple Network Time Protocol)'.: HESZR 2[AAE 7|35t NTPE M 8¢t O ALSY = O HER2E JHAE E= JL IHAE ZE (UDP-EZE 1232
SOl 72l B SNTP 22t0|HE)0M S7|3t B HERA EfY AHTE KNI 5= ASLCH

HIC|= RMON (4 7 0&) X sFlow OO|MEE Soff 2 HESA E2iE 24 Tts
™A 89l Av-over-IP 822 &7

QC|2 (Voice over IP) % HIC|Q (ZE| 7{AE) Z2XOl AQE ZHEY, 2t2E M =2 XE

hie]
Ho

IPE QoS X VLAN ?g% 2|8t Auto-VolP, S VLAN 3 LLDP-MED X| &
IEEE 1588 (M4 10 % 11.5) PTPv2 Transparent « A EE
Clock (TC) F=410flAf ——*UMI PTPv2 TjZlO| X7 OfAE 2
AZhE Dt B 2t 73 =
148 aee TH PTPV2 {218 HE / WAISHE "Sync'd Delay Req'BELE A9IX|0| HF AIZHO 2 YLIO|EELICH PTPV2
mzlo| ct2 “'E ( Announce , "Delay_Resp", Pdelay_Req 2! "Pdelay_ Resp")= YOIO|EE|X| &&L|Ct

CcC
&2

gt
rr

-’F-’.f—oﬂﬁ PPTPv2 T{ZIo| K| JF A[Z+ES AFESH= 1-step Transparent Clock 2E (52 AEH
= 01|

.
ﬂl':'-
-

M4250 / M4300 / M4500 L2 HER 3 (Amol IGMP Plus= 7|2 VLAN 10 AP L E0] RLESL|CH
2= EEZX|)M Ats HE| IHAEE 2|

- IGMP Plus= 3HE VLANS| 22 X0 M XIS IGMPE @I3H CHE VLANOIA 4 & £ Q& LCt
O E|o| = M o
g_IETGEAR IGMP Plus, L3 PIM 2t &9 Za X | (2 23 E3 DCoA BT VIANS] YHE OIS £ 9IS

IGMP Plus& At&35tH AV-over-IP &A| (TX / 212 H S RX / C|ALH)E AEF EEEX|Q 02 22X
of AHE 5= ASLICH.

»a

« CLI % GUI2| show igmpsnooping group F&2 X|FEl L 0|A2| X|¥E VLANO|A IGMP Snooping= &dH
SHSE SiE MAC FA0t sPH &4 S OF IP FAE EAZLCH

M4250 A2|=E B EEZX S Qo] 290K 7t Mz AAS 522 e CH
IGMP Plus, Auto-Trunk X Auto-LAGE AHESIH HX| £ FA| ZH5 8L O},
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‘ AV Line Managed Switches
#// AV Line

IPv4 8 IGMP A5 H L ZEA|, IPv6 & MLD 25T Sl T EA|, F2| RE& HE| JHAE AEZ0f O #E 47| 23 X HEE 80|6HA st HE| 7Y
AE EEo] A& H (SSM) U ZE &A (ASM) 2ZE| ?Hﬁé

HE| JHAE VLAN S5 (MVR)2 T & HE| FHAE VLANS AH85}0] HE| J{AE AERIS MESI CHE VLANS| S20|E0f TS 552 YX|L(C.

HE| WA E 22 (PIM-SM % PIM-DM, IPv4 X IPve 25)2 HE| I|AE AEZO| ME CHE L3 MEUO| f47[0) 2 & 4= UEE LT

22|X[0f] HAE PoE =EQ| MRS A1 17| 28 PoE ©
AVB= M4250 M E 2tQlol EAE B2 7l & IEEE 802.1BA-2011 AVB (Audio Video Bridging) X| &

Ll
ey IEEE 802.1AS-2011 gPTP, IEEE 802.1Qav-2009 FQTSS, IEEE 802.1Qat-2010 MSRP, IEEE 802.1ak MMRP, IEEE
802.1ak MVRP

rio

B2l L 9N Byt

AQIK| & X|CH 256 7Ho| AVB AEE

AVBE LAG (23 T A 18 £+ Etherchannel)O| Al X[ E|X| Q%&L|CEH

Layer 3 2t2& 7 |X|
IPv4 2 IPv6Ol| CHTH HX A2 / ECMP EX Z& . X

M= gLct
O M3ste 1 ZEE MEY £ gl d2 @ M3ste 1Y FEIF MASELCH (O &
3 EE LS S8 MAC AR =g = gi8)
e EgE MO E 93t 13 Y 2tRY 7ls o Y 8 F2E 2tREHE SO YDA ReE EF HEYIR Fote EES MOSt=E 18 & = A5
Lict.
o O|2{3t ERfE 2 AKX ICMP CHA O =2 & 5= gl HAIXIZF AAZ CHA| TS E LICH
c BN MHE Z2E YUMoz 28 ROIE WX|ote O AMSY 5 AL LI
7R FERE 7R 4N Mo 1Y & £ S
Web GUIE AFE3H0] VLAN ‘44 2L VLAN 2t2 B S & .« VLANS ZHS 10 VLANO| O3t 1R O|ES M ML Ct,

= N
O[8t7 37| 9I8f VLAN 2t 8 OH#Ate Chaat Ze . .
AsotEl Jlse MBS TUTT M2 MY E VLANG M3 EEE F71813 7|E VLANOA HEs ZE

=
=
LAGO| Z=7} 3 CH30| LAGE MZ A8 =l VLANO| F=7tgtL|Ct.

=
« ZETJ}CHE VIANO| QU B2 MEis ZEO| EjO XY A
A [e2]

M AL

o MEiSH LETJLCHE VLANO| 8l= Z2 B X7 Higdet
A

* VLANO|Af MEHE|X| Q2 ZE | 2|

o =2|F 2tRY QHIo|A~Z AYE 1P FA S MEU OIASE ALESHY VLANOIM 2R E S ZdatetL .
DHCP Z2|0| O O| M E= DHCP MHZF SYBHIP | giojxieE~ MH7} 9= MEUo| QXS CF2 MELIO| MH £ ChS = oo|MEZ 20| SLC
HEQD Tl AEuo] AZSHA| %S Of VLAN Oll0| M E & DHCP MH{ 7} Qe MEUISl @S CHE M | M 2 & Oo|HEZ o] gt
S m3Ist 212 g & OIE{H 0| A0 DHCP QXS - IPIHZS YUMoz AQA &t 2t2E{QF Ea| DHCP Z2{|0| 0f| 0] M E & DHCP HIAIX|E X231 M2
2g 0| s ct, DHCP HIAIX|E &gt L L.

VLANO] CH3H DHCP 2 20| &M 82 circuit-id % remote-id X| &l

CHS Helper IP 7|5 & A5 228 QIEHO[A & 02 DHCP MH FA2 DHCP E2|0| Of0|HEE T
sk 2o O1|0|75159| CH2 QlE{Tfo|A0| E&tste S2t0|Q1E THAIO| CHoll Z20] O|o|TE AMHf FA9
CHE QIEI 0|20 EAtSt= Z2I0|QE THZIO0| Cisl CHE MH FAE ALEE 4= ASFLICH

2ILE AM ZZEZ2 ICMP HHO|H SAE
7L 2Z 1P MEUOM 2tREO 1P FAE SH2
2 M S A olm 2 BtL|CE

IPv4 € RFC 1256 7|tt
2RHE FI|HoZ 2t2H AM AR ELf 2ZH0f| HZE SAE XtAlo| EXE YL

=
2t H M ARl AETF 7|2 HO|EL0|Z AH8e 4= = 2t E2| StLt 0] gol Ip FAE - LCH

. 5*5" '31|*|7<|E T4 of 2t E A FA| 2t LS EHES 28sts 2t2H 2F HAXE &

g
Ho
m

}'.
IU|0
ofm
N

SAEOM 7|2 HOIEH0IE

+
£0
ilg
C
o

« DAEJCHR 2 B CHE 7|2 H0|EQ0|2 291K &
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‘ AV Line Managed Switches
#// AV Line

SO oHIO|AE HERIS OHE A U 2t E Z2EZ0| tish X0 tgHel P F22 MSELCH

. Zv A 0|EQO| (L= So| 22 EMY| 710| O & SF Ol A
IPv4 8 RFC 24530] X|HEl 72| HH ZREZ= |_|q‘§ ACIEHIOl E£= ol +2 Sdet=ln W30l 2= o Hof

RIPv2 (Routing Information Protocol) X| &l . L& O|EQ0 ZIEZE22 2L RIPE KIS A|AH O Ly

P EIHES AFBSHR LS RS QIEHOI 200 £ 0|40 P FAE T4 B + UBLICH(CHE 32 YHOIM P 28 E& 85 F4 X|Hoj2tn 28 4+ 948).

ICMP F|3H 7|8 Chorst S 8ol IcMp HAI| B < ICMP E[CI2H 2 oMol &AMXLZF HIA|X| 7F2 A 7| (man-in-the-middle) 54 S =St Lt of
L oy eF 7B = o) 7|2 oFAd L|E MESIAHLF IHZIS Eaizsals MHIA HE 2 odigle M Al A
%%?—lﬂ;g%ﬁgzﬁﬂ‘gl—l = DL HZ ™atst [ {2 S S#H S50 MHA AR (DoS)= SUSE O AIEE 5

OIﬁLlE},
=] .
« ICMP 0|2 28 U J|E} BAIX|S AFBI0] AU SAE T BSEHE AM ¥ £ AT
. SE HHICMP 2F HAIXE 22 2t E YEYIAT CPUL HHES KX BHe
UK ReEE BaEL T,

PBR (S5 712 2128 7|5)2 2RE 2UB 2L . Nof L3 7letel B 29 T2EF0) I ot T 2128/ ZAR0 che AR E MBI
S8 A2 AT H0| M| up2t Ct2 X C - - Y
oS mzse g, . 02 S0 A% XX 2oy ZEES0 EAE F2E MEE oM YRS XYt Bk,

o HESS B2|X} / 22 Xt= ChE 22 M 28 5 ASHh:
- W HERIE AXLIAY BM EcfHS MISA GELIC.

o
- L3t 2 S48 7 W HEXS WolM st EciE2 F2 AS AFESILL CHE EE2 B2 BE A
S|t
LI

- S0ieE EHO IjZl AEHEIE V|Hez o2 RN S0is EY iz SRE
S orst= B2

QAlE{Z 20| = ot

E2iT Aol MaC ZE 3L ZE Eot2 TA| Hots Aokt MAC T4 E2{T ZHIE XHESHY| 9ot AIL-O XY E ZE E= QHE0|AZ SO0 LZh= ESiE S Mot
Gl =20| FLch.

DHCP 2782 DHCP 220/ 1 £t DHCP A 712 DHCP E2jT 2 2 LE| 3101 83t DHCP DAIXI S T H
S0 EH Ao = ZHFElE (MAC T4, IP &, VLAN ID, ZE) 529 Hold HO|EH0o|AE FHTHL]

IP A4 JHE 81 SX ARP HA= ZE % VIANE 2 DHCP 2+ HiQl'Y H|O[HH|0| A5 A 50| HiQl Jat LX|SHA| §h= =41 TjZIS AFA|SED o[ ™ Q1 ALE X}

Efm HAE QI 22 1P/ MAC FAE HERLICH

AZt 718 AZ 2 7 AE 3-v4 1 AE 3-v6 / 1Z 4 ACL(Access Control List)S ZE, A5 2 I EH 0|2, VLAN 2 LAG(Link Aggregation Groups == ZE X &)0f HtQl
C

FOOIH &X| 9 S2HIE MEd8 2TE + AT

CHS L ARX| 2t2|o] Z< CPU QIE{HO|A (Control Plane ACL)S| 22| ACLZ AHESH0] ZF&HEl HTTP / HTTPS S= Telnet / SSH 22| 2ot2 28l 22| HMATt S8
L P/ MAC = Z2EZS HO|gtLCt

el ACLES Soff thY L B2lE 3R & = Ue Z2 ©8 MH|A ZE (1GRJ45 00B)E Soff tHY 2o H2[E At8e & &Lt
BPDU(Bridge Protocol Data Unit) GuardE AFESIH HES3 22| X7t STP(Spanning Tree) =M QI B F2|E M ¢t &9 EEEXE LRE D 0fF 7t AEY
2 X = JASLICt. BPDUE AHBSt=& M3 x| ZE F|of Jes RC X £ AKX 22 E MMsI0 K sTPO| S = == SlSL T

STRG (Spanning Tree Root Guard)= 0| & S0 U EQ Q| RTh & O A 3 A &H|7F A2 FO{ T VLANO| CHE RE E2|X|7t 2 5= A= 82

EY RE B2X|o MY 2HE LX[St0] 20]0] 2 HEYA EEZXE HBTLICE

Aot AL A U & H| RADIUS E& AME AldS . BT A HIZZ 20|31H 3}7 TI‘H AR A Qo] Q=S metsto] LE T X|Cf 4872 22}0|
sl X VLAN 8 ZE QL HLE VLAN / S HE (802.1x)7F X|2IELICH. & S0f IP £0| E2|X|0|AM PCE AZAT If IP 23t PC= 5L &
&|X| 82 VLANS Z2oh S% 802.1x VLAN 2 Qx| ZEO|A Q1 B 2 Qx| qe VLAN &St M8 (S VLAN Cf CHE Z2 M VLAN)O| 2t
BEJ X Ag Lt oIE g = AFuct

802.1x MAB (MAC Address Authentication Bypass)= « 220U E NICQ 2T E MAC F& 552 MAB 8 =2 RADIUS MH 0| §X[& L Ct.

802.1x7} Oftl Qxlﬂ 7|E 802.1x ZZNAE 25 _ o

23|510] 22I0|HE MAC TAE AlEIRIZ ARSI « MABE ARXOM ZEEHE L4 & = ASL L.

HEHI0 1S & + UA=S sk= BX AS WAH | gai0/91=7t EAPOL O] SESHA &S O AT dot1x AS ZRAA (T4 7H5S A2
EREEE x1t) 20| MABZ} AlZFE LICE,

+ 802.1X H| Q14 SEIO|AET HEZS A LSt AQX|7F 2} S20|AEL MAC F2AE 215 MHZ 2H
Lo

RADIUS MH & Q1T &l & S50 Cfsl 22t0|AE NICO| MAC FAE 2QITtL|CE

RADIUS MH= 2} S2t0|HEL| AQ(X|0f Tt M2 FA Sl viAN 2 S HtereLct,
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N E TG E A RV Datasheet |M4250 series

‘ AV Line Managed Switches
#// AV Line

A& ASHE S A5 #Elxtes FEE AIZEA . J|EXOoZ JM OIS o Ql ol=) AME A|EEL|C]
51 JGoz A= o JES o3 EE o o= | T4 s i ._th1x MAB, CaptwePortal(:.‘._o).:i | = L|Ct.
YWY S 5 ggLct + BYODE ALEotH olzist AS & 2FZ2 ZHst WMoz LSt 2od = ASL|Ch.
- 0| & E0f 22t0[AET SZ Y I M43002 22| M 7K HHS AHESLO] AtEXt / 22t0[QE
£ ¢Este{n ghuct.
. HEXE OE S0 CH2 WHO| T4 Z Y AHS MELE 81X A== FHYS Mot & = AU
&Lt
DVLAN(Double VLAN)E ZE| HEHA| 2HZ0|M "HER R0"E Sl 2 =ofQl z+o| Eejmg M LTt 12 VLAN ID7t EEE[T ERfTo| MHA SSXt
VLAN ID7} F7t5|22 EEH“'OI Ztototn ot HAlo2 HER A0E St = UG
T VLAN(Z| & VLAN, 22| =l VLAN, HFLIE[ VLAN,  « AME VLAN2 ME{7F M2 SAISHR] 40 2t EQF S4l6Hof & I DMZOA F88tL|Ct.
HAl ZE SAE IE E3 Tsh 5UsHE _ o 5 =
gliaHAE chole —g%a} ZE 7|-)0“ 71]3; = o ZtZtol P QIE{HO|A / MEU I B 13 2t Y0l A O BT ZE I8 VAN Cist Zods
[=) ey .
212 HZ2510] VIAN HECIAE EOjOIS EUBH AT
A 2 HEQAS 29K 2t O &2 X|H 2 CHE o £ CHE ARM VLANS| YEIE Ol Of Z2|H|0| M2 ALALZL CHE ALEXIS| EFEE E7{Lt ARTSI7LL T
XE 59l =ojelez ggat = JUEE ofLCh A M= OFE|= Y20 = Y= QL|Ct,

SSL H{7T 3 9 TLS {7 2= Web GUI MM 9| HotS HEBHL|CEH

r|

Secure Shell (SSH H7 2) S SNMPv3 (MD5 EE= SHA Q15 E3t = 1|9I)8 SNMP X Telnet MM O EotS HASHLICE

SSLv3 A SSHv20| TSt 2048 HIE RSA 7| 4, SHA2-256 2 SHA2-512 2535} SjA| 7|52 2E M4250 22O K|S L|CE,

TACACS+ & RADIUS SFALE] ++a|xr el FA MY BES 7|He %IXl A0 CHal B "2 Q1Y "E A B OIS IS K| 2EL|CH TACACS+ EE= RADIUSE
AHE St exec 915; TACACS+ X RADIUS MHHE A}-g—ﬁ,j ¥y oz, TACACS+ £ RADIUSE AtE3SH0] HTTP S HTTPSOH| CHSH AFE X} exec {72 E; d2| 1 Af%ik D%
HIYHD Qo= ALEXF =OQl 7|H 215

L4 MHIA B

Layer 2 (MAC), Layer 3 (IP) % Layer 4 (UDP / TCP T& ZE) 24 &9 XFE 93t 15 2F7| 7|8 StEQI0f #¢
802.1p (CoS) H DiffServ 7|HFO| Crot QoS HMut KM w2l Qe 8 7§ 7 (20 7 7H)E AHI0O|A X VLANG| HE & £ UASLICH
IMbps7HX|S] g £ = X W A BF (HEE2 K40 MEdS fIsl AcLzt 2 = ASL
ChY £ JM 7|52 Sl RFC 26970] 2| « Committed Information Rate (22A0] CHet B {8 H| )
X

ElfE ot 2 S XA = ASLICH R N
°= =T « Committed Burst Size (22i20]| CHst Z[CH A% TjZl )

« Excessive Burst Size (AR E HAE F7|HCt =2 22 T 2[E0| U SHA0| st =7t H
AE 37))

. 222 Wol M E DiffServ 7|5
Z2EZF 7|8 (SIP, H323 3! SCCP) = 0OUI 7|8 Auto-VoIP (Z[CH 144 72| SA| 8 S%HE &% At& VolP &4 &% A7

SE A

IEEE 802.3 Annex 31B AtO|| [}2} 802.3x =& A o HICHE S & HOjE Sl 2 X7t =41 =l PAUSE =& 20| SE & 4= UX|TF ZE = PAUSE =8| S
of 7 (EH’S SZ RO, HjE S2 xof £ S M B2 gl

2 Hof §18) N N

* . D& B2 H012 S8 AQIKI7H MAC KIOf PAUSE T2 Q0] SEFstm M4 o 4= Q&L

EM 7|7t SOH S TK|Q EHTS KB E £ AL o LANS| CHE E XA HO[E T MES 2Kt X 7t PAUSE TS M ELICH,
LICH LANS| CHE EX|0fA] EO[Ef T3 US n&O

2 M&dle{s HX[& PAUSE =32 M&gL ot
UDLD x| &

UDLD T &2 cruter 213 2|8 ZES 24X . UDLD Z2EZS 8 Ao (3 Y=7t mE [j2e Do HEeL o

LICH (EHetsr 32 ZR|ste 0 Aa0 %20 N N N

M UOLDE Eassor o L 3me Aojo) 2 84 HHOIM Ei B HE 0142 XD WAl AU

£ BEO|M ZE "D-Disable"E2| 2 HO|AE ZEEI0 CHE S5 AN Tt AT S /3 "normal-mode” X! "aggressive-mode” 2 5 X| & & L|Ct.
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AV Line Managed Switches

7/ AV Line

Che Of=2 (0]

M4250-16XF M4250-16XF

1G Fiber

10G Fiber

10G Fiber M4250-26GAXF-PoE+

M4250-10G2F-PoE+ 1G Fiber

10G Fiber

v Video RX 1G M4250-10G2XF-PoE++

Audio TX
and RX 1G

VLAN 10

Video TX and Audio TX and )
RX 1G RX 1G Video TX
and RX 1G
VI AN 10
VLAN 10 R
SA A8 7tsStEE LYt 7|52 A Adte YA X ZEQf ME& AV Line M4250 A% A|: AV AL XIS {8 dA = =2 A& 2
= I
NETGEAR= AV ALEXHE 9|8t QIEHEO[AE E&OM AV HE2ItE0 ZHs HE2Z NE2H HALJASUCL Pro AV AL A= =E
vt A7 S IT S92 AHHO| A0 HESSHA| otE ELLH MZ2 M42502 AV & QEHO|AE AW TYE LY AV Z2ES
HBoH0l, S5 orle wE HL| O S2A M0 2t SHE 41 BHEA T + e L
Ct

= .
M4250 £9|X|e] £ ZEO| AV Z2EE ZHEHSHA F435H7|8 StH AV Line2 &7 A2 £ 012 M4250 & 9X[0f XtE/sH T+

S Mgt

Auto-LAG % Auto-Trunk
g 2t A'_' b= A o

od Hu
-.—mg
i)
al

| Ats 42 NETGEAR =7 7|29 NETGEAR IGMP Plus™@t ZgHE|0f 2Xst AV over IP HE
C

NETGEAR
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N E TG E A RV Datasheet |M4250 series

‘ AV Line Managed Switches
#// AV Line

o s

M4250-9G1F-PoE+

ine H|A3EF 22| AQX
AVLineH| =35 I8 221X «8-ILE 10/100/1000BASE-T (RJ45) PoE+ & 110W PoE ™ 2 0f| At

T8 +1-ZE 10/100/1000BASE-T (RJ45)
DG HH: GSM4210PD * 1-3L E1000BASE-X (SFP)
S| 2E|: MSHA 2}0|ZEFY SIEQO| BS <107 ZEE &3t 20Gbps HIAtCH AQ{A 82

« Out-of-band 1G O|H 4l 2| M LE
«USB-C 2& X E Sl USB-A 2AEZ|X| ZE

glofd A 2HY ARLR 52 ¢ H23EE 2

<AV 2 QEO| B E|0|2 Bl EE AT 2 5 QK| Vs

o 22| K| X|5= (WxDxH): 210 x 140 x 40 mm
o 22K 271 0.965 Kg (2.131b)
« 2 O HE X4 (WxDxH): 169 x 72 x 35.5 mm

22

.
2
Mo o

HE ZA: 0.55Kg (1.21lb)
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NETGEAR

7/ AV Line

Datasheet |M4250 series
AV Line Managed Switches

R S
M4250-8G2XF-PoE+
AV LineC|AIE 22| A QK|

FE 8=
2 EH: GSM4210PX

HAHE[: MSHY 2tO[ZEHY SIEQN 2T

«8-ILE 10/100/1000BASE-T (RJ45) PoE+ & 220W PoE ™ 2 0f At
«2-ZE 10GBASE-X (SFP+)

<107l ZEE 53t 56Gbps HIKHEH A4 22

« Out-of-band 1G O|H 4l 22| M & LE

«USB-C 2% ZE 3 USB-A 2EZ|X| ZE

glofd A 2HY ARLR 52 Pl HA3HYE 24

i

<AV B Q20| B H|O|E S}t = AR F K| s
<HFEACTY IAEE AMESH= QF TH OfHEH(C13)
« M OFF, §£3(19.3dBA) == Cool ZEZ MEH 7hs3H T MO X

ALRIX| X|2= (WxDxH): 210 x 140 x 40 mm

A QK| £A: 0.967 Kg (2.131b)

el O{HE X3 (WxDxH): 197 x 89 x 39 mm
o 2 OfHE F: 0.955Kg (2.11lb)
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‘ AV Line Managed Switches
#/ AV Line

T4 ax

M4250-10G2F-PoE+

ine 22| & AQ|%
AV Line 22| 27X 8- E 10/100/1000BASE-T (RJ45) PoE+ & 125W PoE 712 Of At

T8 +2-ZE 10/100/1000BASE-T (RJ45)
DO B GSM4212P *2-ZE 1000BASE-X (SFP)
S| 2E|: MSHA 2}0|ZEFY SIEQO| BS 127l ZEE 53} 24Gbps H|XIEH AQA &

« Out-of-band 1G O|H 4l 2| M LE
« USB-C 5! RJ45 RS232 2& ZE Sl USB-A AEZ|X| ZE

HE - 2 CASY Ol e / 2H - EE ZE

QK|S 2 OrZ (291K /5cm) Q2 QX|IA|Z £ Ues dr W ORE
«SUIZZ ™H LIAL TH(1xM10)

« 50x100mm VESA Z2|0|E-& BtTh LEAL T3 (4xM5)

« T OFF ¥ MAE BE = Cool REZ ME 7h58H T Hof X| &

o 22K| X|4= (WxDxH): 440 x 200 x 43.2 mm

o AKX 2H: 2.85Kg (6.281b)

TGEAR
NETC!
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-10G2XF-PoE+

- o
AV Line Zt2|d A% « 8- E 10/100/1000BASE-T (RJ45) PoE+ = 240W PoE T 21 0f At

T8 +2-ZE 10/100/1000BASE-T (RJ45)
Do HH: GSM4212PX «2-3 E 1000/10GBASE-X (SFP+)
QIIE]: MBHY 20| ZELY SHEQ 0| BS - 1270 2EE S 60Gbps HIAT 2718 88

e Qut-of-band 1G O|H 4 &2l ME ZE
« USB-C 5! RJ45 RS232 22 EE Gl USB-A AEZ|X| ZE
SHH-EMCAZYOoIHE /2H-ZEXE

L]
A
~
ot
re
o
>
rE
oM
ot
2
bal
bas
N
Ir

UXIE 3 AZ(2Q0K]/5ecm)2 2 QIX[A|Z = Qe HE W O2E
«SUIZZ ™H LIAL TH(1xM10)

« 50x100mm VESA Z2|0|E-& BtTh LEAL T3 (4xM5)

« T OFF X MALS JC E& Cool BEZ ME} JH53 T KO X| &

o 22X X|5= (WxDxH): 440 x 200 x 43.2 mm
AQIX| 2H: 2.9Kg (6.39lb)
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-10G2XF-PoE++

] o
AVLine #2|¥ 29| «8-E 10/100/1000BASE-T (RJ45) Ultra90 PoE++ & 720W PoE X 2 Of At

T8 +2-ZE 10/100/1000BASE-T (RJ45)
DO L. GSM4212UX +2-EE 1000/10GBASE-X (SFP+)
Q|2 E|: M|sH™ 20| ZELQ SIEQ|0 BE « 802.3af (15.4W), 802.3at (30W), 802.3bt (60, 75 and 90W) =2t

« 1271 ZTEE E3 60Gbps HIAEH AQE &
« Out-of-band 1G O|H 4l 22| M & LE
« USB-C 5! RJ45 RS232 2& ZE Sl USB-A AEZ|X| ZE

HE - 2 CASY Ol e / 2H - EE ZE

IXIE 3 AZ(2Q0K]/5ecm)2S 2 QIX[A|Z = Qe HE W O2E
«SUZZ ™H LIAL TH(1xM10)

« 50x100mm VESA Z2|0|E-& BtTh LEAL T3 (4xM5)

« T OFF X MALS JC E& Cool BEZ ME} JH53 T KO X| &

o 22X X|5= (WXDxH): 440 x 257 x 43.2 mm
o 29|X| 2 3.83Kg (8.44lb)
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7/ AV Line

Datasheet |M4250 series
AV Line Managed Switches

e ax
M4250-12M2XF
AV Line Zt2|d A%

-1
D HH: MSM4214X

HAHE[: MSHY 2tO[ZEHY SIEQN 2T

TGEAR
NETGE

+ 12-ZLE 100/1000/2.5GBASE-T (RJ45)

« 2-TLE 1000/10GBASE-X (SFP+)

« 147} ZEZ £+ 100Gbps H|AFEH A Q&
« Out-of-band 1G O|C{ 4l #2| ME LE
« USB-C % RJ45 RS232 22 ZE 3l USB-A AEZ|X| ZE
< - 2 C|AE|0| I g

22F
S o

—|-.>t i
N~

< H /B0 9IX| WAl &
CEE Y OteE Hap3l
s

FR2QAX/5em) 22 XA E &= UAs B M OIRE

50x100mm VESA 22| 0| E-& STk LEAF T (4xM5)

o OFF X M8 ZE L& Cool ZEZ MEH b T H O x|
AQIK| K| (WxDxH): 440 x 100 x 43.2 mm

2K ZA: 1.74Kg (3.85lb)
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-16XF

AV Line 2|8 ALIX| « 16-Z E 1000/10GBASE-X (SFP+)

FEEE « 1-12 L E = 1000BASE-X (1G) SFP Z &7t X|
DB B XSMA216F 167 ZEES St 320Gbps HI X A9 H 82

QI E|: H|3HA 2}O|ZEFQ SlEQ0] BHE « Out-of-band 1G O|{4l &2| & ZE

« USB-C 3 RJ45RS232 2& XL E QU USB-A AEZ|X| LE
BB A0 Y/ $B - BE EE
< T/ZB 9IK HHSHO] B It
CEF Y O0IE Bt
A

FR2QAX/5em) 22 XA E &= UAs B M OIRE

50x100mm VESA 22| 0| E-& STk LEAF T (4xM5)

o OFF X M8 ZE L& Cool ZEZ MEH b T H O x|
AQIK| K| (WxDxH): 440 x 100 x 43.2 mm

2K ZA: 1.74Kg (3.85lb)

TGEAR
NEDD
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-26G4F-PoE+

- o
AVLine 22|d A2|X| «24-ILE 10/100/1000BASE-T (RJ45) PoE+ Z 300W PoE & Of| At

T8 +2-ZE 10/100/1000BASE-T (RJ45)
DG HH: GSM4230P * 4-3 E 1000BASE-X (SFP)
QIIE]: MBHY 20| ZELY SHEQ 0| BS - 307 2EE St 60Gbps HIAIT 2718 8

e Qut-of-band 1G O|H 4 &2l ME ZE
« USB-C 5! RJ45 RS232 22 EE Gl USB-A AEZ|X| ZE
SHH-EMCAZYOoIHE /2H-ZEXE

JH/E

re
o
>+
rE
oM
ot
2

bal

bas
N

Ir

<BE YW ORE =23l
AQIX|Z 2 OHZ(2Q1K|/5cm) 22 QIXAIZ £ QU= HE W ORE
«SUIZZ ™H LIAL TH(1xM10)
50x100mm VESA E2{0|E-& SFEh LEA} LT (4xM5)
™ OFF X A2 BE & Cool REZ MEH JhsoH T X Of X[

o 22| K| X|5= (WXDxH): 440 x 257 x 43.2 mm
AQIK| 2H|: 4.30Kg (9.471b)
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‘ AV Line Managed Switches
#// AV Line

o s

M4250-26G4F-PoE++
AVLine 22| £2(X| «24-TLE 10/100/1000BASE-T (RJ45) Ultrad0 PoE++ & 1,440W PoE M2 Of AF
T8 +2-ZE 10/100/1000BASE-T (RJ45)
DB EH: GSM4230UP + 4-IL E1000BASE-X (SFP)
Q|2 E|: M|sH™ 20| ZELQ SIEQ|0 BE « 802.3af (15.4W), 802.3at (30W), 802.3bt (60, 75 and 90W) =2t

«RPS/EPS 7|5 WZE 178 & ™/ 274 (C14)

o+ StLEO| H @l A Al PoE & O A 720W AHE 7Hs

o T UHo| T HZA A|, PoE HE Of A 1,440W AR 7Hs
<307 ZEE £ 60Gbps HIXICH A QA 22F

« Out-of-band 1G O|H 4l 22| M ZE

«USB-C % RJ45 RS232 22 ZE U USB-A AEZ|X| ZE

B - 2 CASHO| Y /) ZH - 2E EE

rulm

KIE 2 HZ(201K|/5cm)2 2 XIAZ £ Qe e 2 ORE
ST E MH LA - (1xM10)
50x100mm VESA Z2{ 0| E-& STt LEA} T (4xM5)
™ OFF ¥ M4A2 BE &= Cool ZEZ ME JH5oH T X 0f X[

o 22| K| X|5= (WXDxH): 440 x 400 x 43.2 mm
ARIK| 2H: 6.75Kg (14.87lb)

TGEAR
NETD
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-26G4XF-PoE+

] . o
AV Line ZHe[d 29{X| «24-TE 10/100/1000BASE-T (RJ45) PoE+ & 480W PoE X2 0 At

T8 +2-ZE 10/100/1000BASE-T (RJ45)
SO 5 GSM4230PX *4-3ZE 1000/10GBASE-X (SFP+)
S|BE|: K|S 2}O|ZEF BIEY 0| B <3070 ZEE E3t 132Gbps H|XIEH AQ(H 28

« Out-of-band 1G O|HYl 22| W& ZE
« USB-C B! RJ45 RS232 & ZE Gl USB-A AEZ[X| ZE
SHEH . EUMCAZYO|IHE / EH-BE XZE
< M/ZH QK| MBSO HE Jts
<BE YW ORE =23l
AQIX|Z 2 OHZ(2Q1K|/5cm) 22 QIXAIZ £ QU= HE W ORE

i
SYzg Mo

-

FAF T (1xM10)

« 50x100mm VESA Z2|0|E-& BtTh LEAL T3 (4xM5)

« T OFF ¥ MAE BE = Cool REZ ME 7h58H T Hof X| &
o 22K| X|4= (WxDxH): 440 x 400 x 43.2 mm

o AQIX| 2H: 5.45Kg (12.02lb)

R
ETGEA!
NETC!
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-40G8F-PoE+

AVLine 22| £2(X| < 40-TLE 10/100/1000BASE-T (RJ45) PoE+ % 480W PoE X2 0f At
T8 + 8- E 1000BASE-X (SFP)
2 . GSM4248P « 4871 LEE E3t 96Gbps H| AT AH S2F
9|24E|: M|SHA 20| ZEFY StEQ0] BE « Out-of-band 1G O|H4ll 2| & ZE
«USB-C % RJ45RS232 22 ZE Y USB-A AEZ|X| ZE
B -2 CABYO Y/ B - 2E HE

/BB QK BB B T
CEE Y 0I2E HapA
A

2 OPZ(22K]/5ecm)2 2 /X|AZE = A= B HORE
x

L]
%3
=}
ol
o
o
3
3
<
m
w
>
[H
=l
o

E & S} EF LEAL T3 (4xM5)
™ OFF ¥ A2 2C == Cool ZEZ MEH Jp5ot W Hof X[ &

o 22| X| X[ (WxDxH): 440 x 400 x 43.2 mm
o« 220X 27|: 5.85Kg (12.90lb)
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‘ AV Line Managed Switches
#/ AV Line

o s

M4250-40G8XF-PoE+

AV Line 22| 22{%| « 40-XE 10/100/1000BASE-T (RJ45) PoE+ 2 960W PoE X 2 0 At
xo mu « 8- E 1000/10GBASE-X (SFP+)

2 B GSM4248PX « 4871 LEE E5t 240Gbps H| AT A QA &
SIBHE]: FISHE to|merg) StESI0| 25 - Out-of-band 16 O|C{ 4 &2 H8 EE

«USB-C 3 RJ45RS232 & ZE I USB-A AEZX| ZE
B2 CABYO Y/ B 2E BE
/BB QK BB B T
CEE Y 0I2E HapA

A

2 QP (201K /5cm) O 2 YIRIAL & Uk WE Y o2 E
x

L]
(8,
o
X
o
o
3
3
<
m
w
>
Mt
o
o

E 8 SFEH LEAR 713 (4xM5)
™ OFF & A8 ZE & Cool ZEZ MEY 7h53H M X Of X[
o 22X| X|4= (WxDxH): 440 x 400 x 43.2 mm

2K 2A: 6.31Kg (13.911b)

TGEAR
ere!
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‘ AV Line Managed Switches
#// AV Line

o s

M4250-40G8XF-PoE++
AV Line #2|d 29{X| « 40- E 10/100/1000BASE-T (RJ45) Ultra90 PoE++ & 2,880W PoE X2 0f At
FZ 8 « 8- E 1000/10GBASE-X (SFP+)
D L GSMA248UX « 802.3af (15.4W), 802.3at (30W), 802.3bt (60, 75 and 90W) =&t
YURIE|: FEHE 2to|ZErR BtEY0f B E *RPS/EPS 7IS HEE 18 U T& 374 (C14)

+ Lo MR A A, PoE T & O & 720W ALE 7S
= el MR AZE Al PoE T Ot 1,650W AR 7hs
oMl 7Ol MR AZ Al, PoE T 0Of £k 2,880W AL THs

ro

s

« 4871 LE S E5t 240Gbps H|KFTH A QA 22F

« Out-of-band 1G O|{ 4l 2| M & ZLE

«USB-C X RJ45RS232 22 ZE U USB-A 2AEZ|X| ZE

JMH-ESUCOAEYOIHE / ZH-BEX
s

S H/ZE QUK WO B T}
2 OHE (201K /5cm) 22 YA Y 4+ U U 3 opeE
x

+50x100mm VESA E2{|0| E-& Sttt LEA} L (4xM5)

« M OFF ¥ A8 BE L& Cool ZEZ ME 7H5TH T MO XY
o 22X| X|4= (WxDxH): 440 x 350 x 86.4 mm (2U)

A QK| 27: 10.28Kg (22.72lb)
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7/ AV Line

D atasheet |M4250 series
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M4250 A|2|=& GBIC SFP &I SFP+ 2 &

e M4250 SFP+
QIE{H| 0| 2 0f X3

10GBase-LRM A 2| HE| 2 &
802.3aq-LCO|ZE H4YH
Z|CH 100m (328 ft)
AXM763-10000S (1 unit)

10GBase-LRM &+ 2| HE| R E
802.3aq- LC O| & H4YH
%[0 165m (541 ft)
AXM763-10000S (1 unit)

AXM761

10GBase-SR Tt7{2| HE| 2=
LCO|E 74K

=0 gym Multi mode Single mode
. Of3H E &% Fiber (MMF) Fiber (SMF)
- QEE|:5 OM1 or OM2 OM3 or OM4
) 62.5/125um 50/125pm 9/125um
AXM763 AXM763 AXM762

10GBase-LR 272 42 2 E
LCO|& 7{4H
Z|CH 10km (6.2 miles)
AXM762-10000S
(1 unit)

AXM762P10-10000S
(pack of 10 units)

AXM764

10GBase-LR LITE A2 B E
LCO|E 74 H

e M4250 SFP+ %! SFP
QI m| O] A0f &%t

o M4250-16XF (XSM4216F)
L1128 ZEO|ADH
16 25 X| ¥

Z|EH 300m (984 ft) o 2km (1.2 mile)
AXM761-10000S AXM764-10000S (1 unit)
(1 unit)
AXM761P10-10000S
(pack of 10 units)
AGM731F AGM731F AGM732F

1000Base-SX Tt 2| HE| 2=
LCO|& 7{ 4 H
%[t 275m (902 ft)
AGM731F (1 unit)

1000Base-SX tt7{2| HE| &
LC O|& 7{ 4 H
OM3: %[Cf 550m (1,804 ft)
OM4: %|Cf 1,000m (3,280 ft)
AGM731F (1 unit)

1000Base-LX &7{2| A= 2 &
LC O|& 74 H

Z|C§ 10km (6.2 miles)
AGM732F (1 unit)

» M4250 SFP+ 3! SFP QIE{T{| O 201 &t

AGM734 « 1 ZE Gigabit RJ45
1000BASE-T FEYE « 1000Mbps full-duplex 2 0t X| &
RJ45 SFP * AGM734-10000S « Cat5 RJ45 O| &t AL A| A|TH 100m (328 ft)
(Gigabit) o YJBE: 5 « M4250 2+ ZE QIE{T 0| A0] 1G copper HZS
He|sHA =7t 7ts
e M4250 SFP+ QIE{H| 0| A0 M3t
AXM765 c1ZE 10GBASE-TRJ415
o Copper(R145)E 0| 83}0] Z[C 80m (262 ft)
10GBASE-T — HE|Ix| A
RJ45 SFP+ e e « 10GBASE-T %/ 800|E{Z ¢1Z5t2{ T CAT6a
¢ AXM765-20000S ojAt TR
(10 Gigabit) o 9J2El:5 A

e M4250 & ZE QIH M| 0|20 10G copper

o
oas

HalstA =7t 7ts
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M4250 Al2[=E ¢

ot DAC(Direct Attach Cables)

FEHE

SFP+ to SFP+

. Of2f & &=
o RITE:5 A

(el

10/ (3.3ft)

30/H (9.8 ft)

50/ (16.4 ft)

10 Gigabit DAC

AXC761

10GSFP+ Cu (passive)
SFP+ connectors

AXC761-10000S (1 unit)

AXC763

10GSFP+ Cu (passive)
SFP+ connectors

AXC763-10000S (1 unit)

AXC765

10GSFP+ Cu (active)
SFP+ connectors

AXC765-10000S (1 unit)

7 O|E (23.0 ft)

10 O/ E (32.8 ft)

15 O/ E (49.2 ft)

AXC767

10GSFP+ Cu (active)
SFP+ connectors

AXC767-10000S (1 unit)

AXC7610

10GSFP+ Cu (active)
SFP+ connectors

AXC7610-10000S (1 unit)

AXC7615

10GSFP+ (duplex fiber optic)
SFP+ connectors

AXC7615-10000S (1 unit)

20 O/ & (65.6 ft)

« M4250 SFP+
OIE{TH| O] A 0ff X5

AXC7620

10GSFP+ (duplex fiber optic)
SFP+ connectors

AXC7620-10000S (1 unit)
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Physical Interfaces

Model Name

M4250-9G1F-PoE+

M4250-8G2XF-PoE+

M4250-10G2F-PoE+

M4250-10G2XF-PoE+

M4250-10G2XF-PoE++

M4250-26G4F-PoE+

M4250-26G4F-PoE++

M4250-26G4XF-PoE+

M4250-40G8F-PoE+

M4250-40G8XF-PoE+

M4250-40G8XF-PoE++

M4250-12M2XF

M4250-16XF

Datasheet |M4250 series
AV Line Managed Switches

Description
AV Line Desktop 8x1G PoE+ 110W 1x1G and 1xSFP Managed Switch
AV Line Desktop 8x1G PoE+ 220W and 2xSFP+ Managed Switch
AV Line 8x1G PoE+ 125W 2x1G and 2xSFP Managed Switch
AV Line 8x1G PoE+ 240W 2x1G and 2xSFP+ Managed Switch
AV Line 8x1G Ultra90 PoE++ 720W 2x1G and 2xSFP+ Managed Switch

AV Line 24x1G PoE+ 300W 2x1G and 4xSFP Managed Switch

AV Line 24x1G Ultra90 PoE++ 1,440W 2x1G and 4xSFP Managed
Switch

AV Line 24x1G PoE+ 480W 2x1G and 4xSFP+ Managed Switch

AV Line 40x1G PoE+ 480W and 8xSFP Managed Switch

AV Line 40x1G PoE+ 960W and 8xSFP+ Managed Switch

AV Line 40x1G Ultra90 PoE++ 2,880W and 8xSFP+ Managed Switch
AV Line 12x2.5G and 2xSFP+ Managed Switch

AV Line 16x1G/10G SFP+ Managed Switch

Model
number

GSM4210PD

GSM4210PX

GSM4212P

GSM4212PX

GSM4212UX

GSM4230P

GSM4230UP

GSM4230PX

GSM4248P

GSM4248PX

GSM4248UX

MSM4214X

XSM4216F

Gigabitand 10
Gigabit Ethernet

Ports
M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE++
M4250-12M2XF

M4250-16XF

Total Usable Port Count
M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE++
M4250-12M2XF
M4250-16XF

Auto-sensing RJ45
PoE
10/100/1000BASE-T
8 ports PoE+ (110W
8 ports PoE+ (220W)
8 ports PoE+ (125W)

8 ports PoE+ (240W)

8 ports Ultra90 PoE++ (720W)

24 ports PoE+ (300W)

24 ports Ultra90 PoE++ (1,440W)

24 ports PoE+ (480W)
40 ports PoE+ (480W)
40 ports PoE+ (960W)

Auto-sensing

40 ports Ultra90 PoE++ (2,880W)

1G Ports
10

12
10
10
30
30
26
48
40
40

Auto-sensing R145 Auto-sensing

Auto-sensing
SFP+
1000/ 10GBASE-X

2

NN

8
2

16 (only Ports 1-12

RJ45 100/1000/2.5GBASE SFP
10/100/1000BASE T IOOOBﬁSE-X
-T 1 o
2 - 2
) .
2 .
) .
2 . 4
2 .
- 8
12
2.5G Ports 10G Ports
2
. 4
12
- 16

support 1G)

PAGE 32 0f 63



N E TG E A RV Datasheet |M4250 series

‘ AV Line Managed Switches
#// AV Line

Management Ports Console ports Service port (Out-of-band Ethernet) Storage port

M4250-9G1F-PoE+,
M4250-8G2XF-PoE+ USB-C (front) 1 x RJ45 10/100/1000BASE-T (rear) 1 x USB-A (rear)
desktop models

All rackmount other

Tkl Serial RS232 RJ45 (rear); USB-C (rear) 1 xRJ45 10/100/1000BASE-T (rear) 1 x USB-A (front)

Fixed Power Supplies

M4250-9G1F-PoE+,
M4250-8G2XF-PoE+ 1 external power adapter with C14 inlet for standard AC power cord (C13)
desktop models

M4250-26G4F-PoE++ 2 internal PSU (C14 inlets) with 1 on/off switch

M4250-40G8XF-PoE++ 3 internal PSU (C14 inlets) with 1 on/off switch

All rackmount other . . . .
1 internal PSU (C14 inlet) with 1 on/off switch

models

Fixed fans

M4250-9G1F-PoE+ Fanless

All other models Side-to-side airflow

Power over Ethernet

PSE Capacity PoE+ Ports (802.3at) Ultra90 PoE++ Ports (802.3bt)

M4250-9G1F-PoE+ 8

M4250-8G2XF-PoE+ 8

M4250-10G2F-PoE+ 8

M4250-10G2XF-PoE+ 8

M4250-10G2XF-PoE++ - 8 Ultra90 PoE++ 802.3bt is compatible with:
M4250-26G4F-PoE+ 24 - 802.3af POE (15.4W), 802.3at PoE++ (30W),
M4250-26G4F-PoE++ R 24 and 802.3bt (60W, 75W and 90W).
M4250-26G4XF-PoE+ 24

M4250-40G8F-PoE + 40

M4250-40G8XF-PoE+ 40

M4250-40G8XF-PoE++ - 40

PoE Budget PoE Budget @ 110V ACin

M4250-9G1F-PoE+ 110 Watts

M4250-8G2XF-PoE+ 220 Watts

M4250-10G2F-PoE+ 125 Watts

M4250-10G2XF-PoE+ 240 Watts

M4250-10G2XF-PoE++ 720 Watts

M4250-26G4F-PoE+ 300 Watts

M4250-26G4F-PoE++ 1 used PSU: 720Watts /2 used PSU: 1,440 Watts

M4250-26G4XF-PoE+ 480 Watts

M4250-40G8F-PoE+ 480 Watts

M4250-40G8XF-PoE+ 960 Watts

M4250-40G8XF-PoE++ 1 used PSU: 720Watts /2 used PSU: 1,650 Watts /3 used PSU: 2,880 Watts
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#// AV Line

M4250-9G1F-PoE+ / M4250-8G2XF-PoE+
M4250-10G2F-PoE+ / M4250-10G2XF-PoE+ M4250-10G2XF-PoE++/M4250-26G4F-PoE++
Features Support

M4250-26G4F-PoE+ / M4250-26G4XF-PoE+ M4250-40G8XF-PoE++
M4250-40G8F-PoE+ / M4250-40G8XF-PoE+
IEEE 802.3af (up to 15.4W per port) Yes Yes
IEEE 802.3at (up to 30W per port) Yes Yes
IEEE 802.3bt (up to 90W per port) No Yes
IEEE 802.3at Layer 2 (LLDP) method Yes Yes
IEEE 802.3at 2-event classification Yes Yes
IEEE 802.3bt Layer 2 (LLDP) method No Yes
IEEE 802.3bt auto-classification method No Yes
Pre-802.3bt standard method No Yes
PoE timer /schedule (week, days, hours) Yes Yes
Processor/Memory
CPU

M4250-26G4F-PoE+, M4250-26G4F-PoE++, M4250-
26G4XF-PoE+, M4250-40G8F-PoE+, M4250-40G8XF- Dedicated Quad-Core Cortex-A57 ARMv8 1.8Ghz CPU (64-bit)
PoE+, M4250-40G8XF-PoE ++

All other models Integrated ARM A9 1.25Ghz CPU in switching silicon (32-bit)
System memory (RAM) - all models 2GB
Code storage (flash) - all models 256 MB Dual firmware image
Packet Buffer Memory
QASGZZQF4|(2§§LP0E+ M4250-40G8XF-PoE+, M4250- 32 Mb .
Dynamically shared across only used ports
All other models 16 Mb
Performance Summary
Switching fabric
M4250-9G1F-PoE+ 20 Gbps
M4250-8G2XF-PoE+ 56 Gbps
M4250-10G2F-PoE+ 24 Gbps
M4250-10G2XF-PoE+, M4250-10G2XF-PoE ++ 60 Gbps
M4250-26G4F-PoE+, M4250-26G4F-PoE ++ 60 Gbps
Line-rate (non blocking fabric)
M4250-40G8F-PoE+ 96 Gbps
M4250-12M2XF 100 Gbps
M4250-26G4XF-PoE+ 132 Gbps
M4250-40G8XF-PoE+, M4250-40G8XF-PoE ++ 240 Gbps
M4250-16XF 320 Gbps
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Throughput (64-byte frames)

M4250-9G1F-PoE+ 14.80 Mpps
M4250-8G2XF-PoE+ 41.67 Mpps
M4250-10G2F-PoE+ 17.86 Mpps
M4250-10G2XF-PoE+, M4250-10G2XF-PoE++ 44.64 Mpps
M4250-26G4F-PoE+, M4250-26G4F-PoE++ 44.64 Mpps
M4250-40G8F-PoE+ 71.42 Mpps
M4250-12M2XF 74.40 Mpps
M4250-26 G4XF-PoE+ 98.21 Mpps
M4250-40G8XF-PoE+, M4250-40G8XF-PoE ++ 178.56 Mpps
M4250-16XF 238.08 Mpps
Latency - 10G Fiber 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames

M4250-9G1F-PoE+ - -

M4250-8G2XF-PoE+ 0.838ps 0.821ps 0.820ps 0.819us
M4250-10G2F-PoE+ - -

M4250-10G2XF-PoE+ 0.838ps 0.821ps 0.820ps 0.819ps
M4250-10G2XF-PoE++ 0.807ps 0.791ps 0.790ps 0.789ps
M4250-26G4F-PoE+

M4250-26G4F-PoE++

M4250-26G4XF-PoE+ 0.834ps 0.818ps 0.817us 0.816ps

M4250-40G8F-PoE+

M4250-40G8XF-PoE+ 0.709us 0.717us 0.730us 0.714ps
M4250-40G8XF-PoE++ 0.708ps 0.716ps 0.728ps 0.713ps
M4250-12M2XF 0.807us 0.791ps 0.790us 0.789us
M4250-16XF 0.811ps 0.834ps 0.860us 0.831ps
Latency - 1G Fiber 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames
M4250-9G1F-PoE+ 2.271ps 2.257ps 2.267ps 2.266ps
M4250-8G2XF-PoE+ 1.169ps 1.174ps 1.159ps 1.154ps
M4250-10G2F-PoE+ 2.271ps 2.257ps 2.267ps 2.266ps
M4250-10G2XF-PoE+ 1.169ps 1.174ps 1.159ps 1.154ps
M4250-10G2XF-PoE++ 1.148ps 1.141ps 1.137ps 1.156ps
M4250-26G4F-PoE+ 1.164ps 1.129ps 1.124ps 1.146ps
M4250-26G4F-PoE++ 1.141ps 1.126ps 1.119ps 1.140ps
M4250-26G4XF-PoE+ 1.130ps 1.123ps 1.119ps 1.120ps
M4250-40G8F-PoE+ 1.074ps 1.109us 1.106ps 1.102ps
M4250-40G8XF-PoE+ 1.106ps 1.120ps 1.107ps 1.128ps
M4250-40G8XF-PoE++ 1.084ps 1.103ps 1.098ps 1.115ps
M4250-12M2XF 1.186ps 1.178ps 1.156ps 1.173ps
M4250-16XF 1.274ps 1.292ps 1.291ps 1.297ps
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Latency - 1G Copper 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames
M4250-9G1F-PoE+ 2.133ps 2.136ps 2.131ps 2.142ps
M4250-8G2XF-PoE+ 2.140ps 2.140ps 2.137ps 2.144ps
M4250-10G2F-PoE+ 2.133ps 2.136ps 2.131ps 2.142ps
M4250-10G2XF-PoE+ 2.140ps 2.140ps 2.137ps 2.144ps
M4250-10G2XF-PoE++ 1.837ps 1.829pus 1.828ps 1.826ps
M4250-26G4F-PoE + 2.146ps 2.148ps 2.140ps 2.150ps
M4250-26G4F-PoE++ 2.139ps 2.140ps 2.133ps 2.146ps
M4250-26G4XF-PoE+ 2.280ps 2.282ps 2.270ps 2.288ps
M4250-40G8F-PoE+ 2.027ps 2.343ps 2.462ps 2.358ps
M4250-40G8XF-PoE+ 2.220ps 2.595ps 2.744ps 2.613ps
M4250-40G8XF-PoE++ 2.251ps 2.625ps 2.775ps 2.641ps
M4250-12M2XF 2.843ps 2.836ps 2.834ps 2.836ps
M4250-16XF

Latency - 2.5G Copper 64-byte frames 512-byte frames 1024-byte frames 1518-byte frames

M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE++
M4250-12M2XF 6.013ps 6.014ps 6.012ps 6.016ps
M4250-16XF

Green Ethernet

Energy Efficient Ethernet (EEE) Compliant with IEEE 802.3az Energy Efficient Ethernet Task Force Deactivated by default
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Other Metrics

Store-and-forward
48-bit MAC address
16K MAC addresses

Forwarding mode
Addressing

Address database size
Number of VLANs 4,093 VLANs (802.1Q) simultaneously
Number of multicast groups filtered (IGMP) 4K total (2,048 IPv4 and 2,048 IPv6)

Number of Link Aggregation Groups (LAGs) 8 LAGs with up to 8 ports per group 802.3ad /802.1AX-2008

Number of hardware queues for QoS 8 queues

Number of routes SDM (System Data Management, or switch
IPv4 894 IPv4 Unicast Routes in Default IPv4 Basic SDM Template database) templates allow for granular system
IPv6 126 IPv6 Unicast Routes in Default IPv4 Basic SDM Template resources distribution depending on IPv4 or

IPv6 applications

Number of static routes
IPv4 64
IPv6 64

RIP application route scaling
IPv4 32 in Default IPv4 Basic SDM Template

Number of IP interfaces (port or VLAN) 128

Jumbo frame support up to 12KB packet size

@ 25°C ambient (77°F)

Following the ISO-7779 standard. Bystander Mode. Chamber Temp 25°C during testing unless noted
otherwise. Full, 100%, Data and PoE loaded. Worst case.

dBA values are SPL (Sound Pressure Level) values, testing following the ISO-7779 standard

Three modes are configurable using the AV GUI or the CLI: Fan Off mode, Quiet mode (default), and Cool

Acoustic noise
Testing method
SPL (Sound Pressure Level)

Fan management

mode
Fan Off mode Case Te t
@ 25° C ambient (77° F) PoE Power Load Internal Sensors ase e_:_'npera ure Fan Duty Acoustic Noise
Maximum Conditions: (op)
M4250-9G1F-PoE + 110W (fanless) 50°C 35.3°C N/A 0dBA
M4250-8G2XF-PoE+ 180W (RJ45 only,no 0dBA /37.4°C S1&2 <= 60°C 0 0dBA
SFP+) Case Temp S3 <= 58°C
M4250-10G2F-PoE+ 80w (allupszzt;canbe <= 42°C 41.8°C 0 0dBA
M4250-10G2XF-PoE+ 90w (allupszzjt;canbe <= 44°C 39.6°C 0 0dBA
M4250-10G2XF-PoE++ 45W (all ports can be <= 67°C 44.6°C 0 0dBA
used)
M4250-26G4F-PoE + 45W (no SFP) S1<=43°C S2<= 47°C 40.5°C 0 0dBA
M4250-26G4F-PoE++ Not Supported Not Supported Not Supported Not Supported Not Supported
M4250-26GAXF-PoE+ OWERISED™  s1c=41°C S2¢= d6°C 43.4C 0 0dBA
M4250-40G8F-PoE+ 30W (SDSFHS)POEh no §1<= 37°C §2<= 50°C 45.2°C 0 0dBA
M4250-40G8XF-PoE+ Not Supported Not Supported Not Supported Not Supported Not Supported
M4250-40G8XF-PoE ++ Not Supported Not Supported Not Supported Not Supported Not Supported
M4250-12M2XF (4 ports 2.5G used in
block 1-6 and 4 ports _ /40 o
2.5G used in block <= 64°C 26°C 0 0dBA
7-12,n0 SFP+)
M4250-16XF (8 ports SFP+) <=78°C 41.3°C 0 0dBA
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Quiet mode @

25° C ambient Conditions: PoE Power Load Internal Sensors Case T<—:(r_|r_\0perature Fan Duty Acoustic Noise
(77° F) P)
M4250-9G1F-PoE+ N/A N/A N/A N/A N/A
M4250-8G2XF-PoE+ 0-220W <=60°C 33.6°C 10 19.3dBA
M4250-10G2F-PoE+ 0-125W <=36°C 35.9°C 25 27.38dBA
M4250-10G2XF-PoE+ 0-240W <=37°C 40.6°C 25 27.4dBA
M4250-10G2XF-PoE++ 0-250W <=49°C 42.9°C 25 34.57dBA
250-380W <=49°C 43.3°C 30 40dBA
380-500W <=49°C 44.9°C 35 44.22dBA
500-720W <=49°C 52.1°C 40 47.19dBA
M4250-26G4F-PoE+ 0-200W S1<=43°C S2<=47°C 43.5°C 25 28dBA
200W-300W S1<=44°C S2<=48°C 51.3°C 30 34dBA
M4250-26G4F-PoE++ 0-280W S1<=37°C S2<=39°C 52.9°C 20 28dBA
280W-360W S1<= 38°C S2<=40°C 57.4°C 25 36dBA
360W-420W S1<=39°C S2<=41°C 54.4°C 30 41dBA
420W-480W S1<=40°C S2<=42°C 53.3°C 35 47dBA
480W-540W S1<=41°C S2<=43°C 52.3°C 40 50dBA
540W-600W S1<=42°C S2<=44°C 54.4°C 45 54dBA
600W-660W S1<=43°C S2<=45°C 53.6°C 50 57dBA
660W-1,440W S1<=44°C S2<=46°C 55.7°C 55 60dBA
M4250-26G4XF-PoE+ 0-350W S1<=41°C S2<=46°C 39.3°C 20 25dBA
350W-480W S1<=42°C S2<=47°C 36.8°C 30 42dBA
M4250-40G8F-PoE+ 0-150W S1<= 37°C S2<=50°C 43.1°C 20 30dBA
150W-200W S1<=38°C 42.1°C 25 36dBA
200W-340W S1<=39°C S2<=51°C 44°C 30 40dBA
340W-480W S1<=40°C 47.6°C 35 47dBA
M4250-40G8XF-PoE+ 0-400W S1<=33°C S2<=46°C 54.2°C 20 29dBA
400W-480W S1<=34°C S2<=47°C 42.8°C 25 35dBA
480W-560W S1<=35°C S2<=48°C 41.9°C 30 41dBA
560W-640W S1<=36°C S2<=49°C 42.1°C 35 48dBA
640W-720W S1<=37°C S2<=50°C 40.9°C 40 51dBA
720W-800W S1<=38°C S2<=51°C 40.7°C 45 54dBA
800W-880W S1<=39°C S2<=52°C 40.4°C 50 57dBA
880W-960W $1<=40°C S2<=53°C 40.5°C 55 59dBA
M4250-40G8XF-PoE++ 0-160W S1<=37°C S2<=49°C 41.3°C 20 30dBA
160W-240W S1<=38°C 38.8°C 25 36dBA
240W-320W S1<=39°C S2<=50°C 36.4°C 30 42dBA
320W-400W S1<=40°C 35.3°C 35 49dBA
400W-480W S1<=41°C S2<=51°C 34.4°C 40 51dBA
480W-560W S1<=42°C 34.3°C 45 55dBA
560W-640W S1<=43°C S2<=52°C 35.1°C 50 57dBA
660W-2,880W S1<=44°C 36.5°C 55 60dBA
M4250-12M2XF - <=58°C 53.5°C 25 28.5dBA
M4250-16XF - <=67°C 41.6°C 25 27.44dBA
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Cool mode @
25 “Cambient (77 °F)

M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE++
M4250-12M2XF
M4250-16XF

Heat Dissipation (BTU)
M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+

M4250-26G4F-PoE++

M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+

M4250-40G8XF-PoE++

M4250-12M2XF

M4250-16XF

Case Temperature (Top)

N/A

28.8°C

27.2°C

30.9°C

41.8°C

36.7°C

(720W POE) 36.7°C (1,440W PoE) 46°C

B7SE(E

35.4°C

36.1°C

(720W PoE) 31.4°C (1,650W PoE) 33.5°C
(2,880W PoE) 35.4°C

33.2°C

30.3°C
Without PoE, all ports
9.88W - 33.73 BTU/hr
18.14W - 61.93 BTU/hr
17.32W - 59.13 BTU/hr

25W - 85.35 BTU/hr
26.3W - 89.79 BTU/hr
35.8W - 122.22 BTU/hr

48.8W - 166.6 BTU/hr

46.8W - 159.78 BTU/hr
59.5W - 203.13 BTU/hr
89.2W - 304.53 BTU/hr

82.6W - 282 BTU/hr

37.9W - 129.39 BTU/hr

47.84W - 163.33 BTU/hr

With Max PoE, all ports
132.25W - 451.5 BTU/hr
257.9W - 880.47 BTU/hr
163.9W - 559.55 BTU/hr
306.4W - 1046.05 BTU/hr
837.7W - 2859.91 BTU/hr

401W - 1369.01 BTU/hr

1 PSU: 889W - 3035.05 BTU/hr

2 PSU: 1734W - 5919.88 BTU/hr

614W - 2096.2 BTU/hr

624.8W - 2133.07 BTU/hr

1197W - 4086.56 BTU/hr

1PSU: 912W - 3113.57 BTU/hr

2 PSU: 1998W - 6821.17 BTU/hr

3 PSU: 3523W - 12027.52 BTU/hr

Fan Duty

N/A

100

100

100

100

100

100

100

100

100

100

100

100

Acoustic Noise
N/A
35.3dBA
55dBA
56dBA
66.23dBA
57dBA
69dBA
67dBA
68dBA
69dBA
71dBA
55dBA
57dBA
Standby without any port connection
6.4W - 22.02 BTU/hr
9.51W - 32.47 BTU/hr
8.53W - 29.12BTU/hr
12.96W - 44.24BTU/hr
18W - 61.45BTU/hr
23.4W - 79.89 BTU/hr

36.9W - 125.98 BTU/hr

33.9W - 115.73 BTU/hr
46.4W - 158.41 BTU/hr
74.5W - 254.34 BTU/hr

68.5W - 233.86 BTU/hr

14.1W - 48.14BTU/hr

19.27W - 65.78BTU/hr

PAGE 39 of 63



NETGEAR

7/ AV Line

Datasheet |M4250 series
AV Line Managed Switches

Mean Time Between Failures

(MTBF)

M4250-9G1F-PoE+

M4250-8G2XF-PoE+

M4250-10G2F-PoE+

M4250-10G2XF-PoE+

M4250-10G2XF-PoE++

M4250-26G4F-PoE+

M4250-26G4F-PoE++

M4250-26G4XF-PoE+

M4250-40G8F-PoE+

M4250-40G8XF-PoE+

M4250-40G8XF-PoE++

M4250-12M2XF

M4250-16XF

@ 25 °C ambient (77 °F)

1020,808 hours (~116.5 years)

1484,652 hours (~169.5 years)

778,769 hours (~88.9 years)

576,889 hours (-65.9 years)

947,871 hours (~108.2 years)

511,054 hours (~58.3 years)

491,282 hours (~56.1 years)

509,057 hours (~58.1 years)

341,680 hours (-39 years)

487,900 hours (~55.7 years)

304,916 hours (~34.8 years)

720,892 hours (~82.3 years)

844,633 hours (~96.4 years)

@45 °Cambient (113 °F)

501,447 hours (~57.2 years)

725,337 hours (~82.8 years)

530,659 hours (~60.6 years)

562,708 hours (~64.2 years)

493,860 hours (~56.4 years)

342,368 hours (~39.1 years)

262,204 hours (~29.9 years)

285,719 hours (~32.6 years)

342,368 hours (~39.1 years)

285,719 hours (~32.6 years)

262,204 hours (~29.9 years)

@50 °C ambient (122 °F)

416,021 hours (~47.5 years)

490,265 hours (~56 years)
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L2 Services - VLANs
IEEE 802.1Q VLAN Tagging

Auto-Trunk

Protocol Based VLANs
IP subnet
ARP
IPX

Subnet based VLANs
MAC based VLANSs
Voice VLAN

Private Edge VLAN
Private VLAN

IEEE 802.1x
Guest VLAN
RADIUS based VLAN assignment via .1x
RADIUS based Filter ID assignment via .1x
MAC-based .1x
Unauthenticated VLAN

Double VLAN Tagging
Enabling dvlan-tunnel makes interface
Global ethertype (TPID) |
nterface ethertype (TPID)
Customer ID using PVID

GARP with GVRP/GMRP

Multiple Registration Protocol (MRP)
Multicast VLAN Registration Protocol (MVRP)
MVR (Multicast VLAN registration)

L2 Services - Availability

IEEE 802.3ad - LAGs
LACP
LACP automatically reverts to and from Static LAG
Static LAGs

LAG Hashing
LAG Member Port Flaps Tracking

Auto-LAG

Storm Control

IEEE 802.3x (Full Duplex and flow control)
Per port Flow Control

UDLD Support (Unidirectional Link Detection)
Normal-Mode A
ggressive-Mode

Link Dependency

IEEE 802.1D Spanning Tree Protocol
IEEE 802.1w Rapid Spanning Tree

IEEE 802.1s Multiple Spanning Tree

Per VLAN STP (PVSTP) with FastUplink and
FastBackbone

Yes

Yes

Yes
Yes
Yes
Yes

Yes
Yes

Yes

Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes

Yes

Yes
Yes
Yes
Yes

Yes

Yes

Yes

Yes

Yes
Yes

Yes
Yes
Yes

Yes

Yes
Yes

Yes

Yes

802.1Q-1998 Up to 4,093 VLANS - 802.1Q Tagging

Dynamic VLAN trunking as soon as a M4250 switch gets connected to another
M4250 switch

Based on phones OUI bytes (internal database, or user-maintained)
or protocols (SIP, H323 and SCCP)

802.1x-2004

IP phones and PCs can authenticate on the same port but under different
VLAN assignment policies

Automatic registration for membership
in VLANSs or in multicast groups

Can replace GARP functionality
Can replace GARP functionality

Up to 8 LAGs and up to 8 ports per group

If more than one link between two M4250 switches, a Link Aggregation
Group is created, dynamically

Asymmetric and Symmetric Flow Control

Allow the link status of specified ports to be dependent on the link status of
other ports

PVST+ interoperability
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Per VLAN Rapid STP (PVRSTP) Yes RPVST+ interoperability
STP Loop Guard Yes
STP Root Guard Yes
STP BPDU Guard Yes
STP BPDU Filtering Yes
STP BPDU Flooding Yes

L2 Services - Multicast Filtering

IGMPv2 Snooping Support Yes
IGMPv3 Snooping Support Yes
NETGEAR IGMP Plus” Enhanced Implementation Yes fl:); ﬁgteodmfitrii?;:acragltjtajﬁ;oss M4250 /M4300 /M4500 (Spine and Leaf) at Layer 2, removing
MLDv1 Snooping Support Yes
MLDv2 Snooping Support Yes
Expedited Leave function Yes
Static L2 Multicast Filtering Yes
Enable IGMP /MLD Snooping per VLAN Yes
IGMPv1/v2 Snooping Querier, compatible v3 queries Yes
MLDv1 Snooping Querier Yes
MGMD Snooping

Control Packet Flooding Yes

Flooding to mRouter Ports Yes

Remove Flood-All-Unregistered Option Yes
Multicast VLAN registration (MVR) Yes

L3 Services - Multicast Routing
IGMP Proxy Yes
MLD Proxy Yes
Any Source Multicast (ASM) Yes
Source Specific Multicast (SSM) Yes
Multicast streams routing between subnets, VLANs Yes
Multicast static routes (IPv4, IPv6) Yes
Neighbor discovery Yes
PIM-DM (Multicast Routing - dense mode) Yes
PIM-DM (IPv6) Yes
PIM-SM (Multicast Routing - sparse mode) Yes
PIM-SM (IPv6) Yes
PIM multi-hop RP support Yes
PIM Timer Accuracy Yes
PIM-SM Unhandled Events Yes
IPMC replication (hardware support) Yes
L3 Services - DHCP

DHCP IPv4 /DHCP IPv6 Client Yes
DHCP IPv4 /DHCP IPv6 Server (Stateless, Stateful) Yes
DHCP Snooping IPv4 /IPvé Yes
BootP Relay IPv4 /IPv6 Yes
DHCP Relay IPv4 /IPvé6 Yes
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DHCP Relay Option 82 circuit-id and remote-id for

VLANs VES
Multiple Helper IPs Yes
Auto Install (DHCP options 66, 67, 150 and 55, 125) Yes
L3 Services - Routing
Static Routing /ECMP Static Routing Multip IPv4/1Pv6
le next hops to a given destination Load Yes
sharing, Redundancy Yes
Default routes Sta Yes
tic Reject routes Yes
Port Based Routing Yes
VLAN Routing Yes
802.3ad (LAG) for router ports Yes
Loopback Interfaces Yes
RIP IPv4
RIPv1/RIPv2 Yes
IP Multinetting Yes
ICMP throttling Yes
Router Discovery Protocol Yes
DNS Client IPv4/1Pv6
IP Helper Yes
Max IP Helper entries 512
IP Event Dampening IPv4/1Pv6
Proxy ARP IPv4/1Pv6
ICMP IPv4/1Pv6
ICMP redirect detection in hardware Yes
Policy Based Routing (PBR) IPv4/IPv6
Based on the size of the packet Yes
Based on the Protocol of the payload Yes
(Protocol ID field)
Based on Source MAC address Yes
Based on Source or Destination IP address Yes
Based on VLAN tag Yes
Based on Priority(802.1P priority) Yes
Network Monitoring and Discovery Services
ISDP (Industry Standard Discovery Protocol) Yes Can interoperate with devices running CDP
802.1ab LLDP Yes
802.1ab LLDP - MED Yes
SNMP V1,V2,V3
RMON 1,2,3,9 Yes
sFlow Yes (IPv4 and IPvé6 headers)
Security
Network Storm Protection, DoS
Broadcast, Unicast, Multicast DoS Protection Yes
Denial of Service Protection (control plane) Yes Switch CPU protection
Denial of Service Protection (data plane) Yes Switch Traffic protection

PAGE 43 0f 63



N E TG E A RV Datasheet |M4250 series

‘ AV Line Managed Switches
#// AV Line

DoS Attacks Protection SIPDIP SMA UDPPORT TCP L4PORT IC

CDMAC FIR FLAGSEQ TCP MP ICMPV4

STFRAG TC OFFSET TCPSY ICMPV6 IC

PFRAG TCP N TCPSYNFIN MPFRAG PI UL

FLAG TCPP TCPFINURGPSH NGFLOOD

ORT
CPU Rate Limiting Yes ﬁ[;[ftliicea(ittgrlllzgeadnd IPv6 multicast packets with unknown L3 addresses when IP routing/
ICMP throttling Yes Restrict ICMP, PING traffic for ICMP-based DoS attacks
Management
Management ACL (MACAL) Yes Protects management CPU access through the LAN
Max Rules 64
Out of band Management Yes In-band management can be shut down entirely when out-of-band management network
Radius accounting Yes RFC 2565 and RFC 2866
TACACS+ Yes
Malicious Code Detection Yes Software image files and Configuration files with digital signatures
Network Traffic
Access Control Lists (ACLs) L2 /L3 /L4 MAC, IPv4, IPv6, TCP,UDP
Time-based ACLs Yes
Protocol-based ACLs Yes
ACL over VLANs Yes
Dynamic ACLs Yes
IEEE 802.1x Radius Port Access Authentication Yes Up to 48 clients (802.1x) per port are supported, including the authentication of the users domain
802.1x MAC Address Authentication Bypass (MAB) Yes Supplemental authentication mechanism for non-802.1x devices, based on their MAC address only
Network Authentication Successive Tiering Yes Dot1x-> MAP -> Captive Portal successive authentication methods based on configured time-outs
Port Security Yes
IP Source Guard Yes IPv4 /1Pvé
DHCP Snooping Yes IPv4 /IPv6
Dynamic ARP Inspection Yes IPv4 /1Pvé6
IPv6 RA Guard Stateless Mode Yes
MAC Filtering Yes
Port MAC Locking Yes
Private Edge VLAN Yes srgzgietgjesoﬁgr_tsgtrfesr; ::”{cc)Lward any traffic (unicast, multicast, or broadcast) to any other
Yes Scales Private Edge VLANs by providing Layer 2 isolation between ports across switches in same

Private VLANs Layer 2 network

Quality of Service (QoS) - Summary

Access Lists Yes
L2 MAC, L3 IP and L4 Port ACLs Yes
Ingress Eg Yes
ress Time- Yes
based Yes
802.3ad (LAG) for ACL assignment Yes
Binding ACLs to VLANs Yes
ACL Logging Yes
Support for IPvé fields Yes
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DiffServ QoS
Edge Node applicability
Interior Node applicability
802.3ad (LAG) for service interface
Support for IPvé fields Ingress/Eg
ress

IEEE 802.1p COS
802.3ad (LAG) for COS configuration
WRED (Weighted Deficit Round Robin)
Strict Priority queue technology

Single Rate Policing Committe
d Information Rate Committ
ed Burst Size Excessive Bur
st Size

DiffServ feature applied to class maps

Auto-VolP

QoS - ACL Feature Support

ACL Support (general, includes IP ACLs)
MAC ACL Support
IP Rule Match Fields:
Destination IP Des
tination IPvé6 IP De
stination L4 Port E
very Packet
IPDSCP
IP Precedence
IPTOS

Protocol
Source IP (for Mask support see below)
Source IPv6 IP
L3 IPv6 Flow Label
Source L4 Port
TCP Flag (ack, est, fin)
Supports Masking
MAC Rule Match Fields
cos
Destination MAC Des
tination MAC Mask Et
hertype
Source MAC Sou
rce MAC Mask V
LAN ID

Rules attributes
Assign Queue

Logging -- deny rules
Mirror (to supported interface types only)

Redirect (to supported interface types only)

Rate Limiting -- permit rules

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes

Yes (CLI only)
Yes
Yes
Yes
Yes

Yes, based on protocols (SIP, H323 and SCCP) or on OUI bytes (default database and user-based OUls) in

the phone source MAC address

Yes
Yes

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound

Inbound/Qutbound
Inbound/QOutbound
Inbound/Outbound
Inbound Inbound/
Outbound Inboun
d/Outbound Inbo
und/Outbound

Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound
Inbound/Outbound

Inbound Inbound/
Outbound Inboun
d

Inbound Inbound/
Outbound
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Interface
Inbound direction Out
bound direction Suppo
rts LAG interfaces
Supports Control-plane interface
Multiple ACLs per interface, dir M
ixed-type ACLs per interface, dir

Mixed L2/1Pv4 ACLs per interface, inbound Mi
xed IPv4/IPv6 ACLs per interface, inbound Mi
xed IPv4/IPv6 ACLs per interface, outbound

QoS - DiffServ Feature Support

DiffServ Supported
Class Type
Al
Class Match Criteria
Ccos
COS2 (Secondary COS)

Destination IP (for Mask support see below)

Destination IPvé IP
Destination L4 Port

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes

Inbound/Outbound
Inbound Inbound/
Outbound Inboun
d/Outbound Inbo
und/Outbound In

Destination MAC (for Mask support see below) bound/Outbound

Ethertype E Inbound/Outbound
very Packet Inbound/Outbound
IPDSCP Inbound/Outbound
IP Precedence Inbound/QOutbound
IPTOS (for Mask support see below) Inbound/Outbound
Protocol Inbound/Outbound
Reference Class Inbound/QOutbound
Source IP (for Mask support see below) Inbound/Outbound
Source IPv6 IP Inbound/Outbound
L3 IPv6 Flow Label Inbound Inbound/

Source L4 Port Outbound Inboun

Source MAC (for Mask support see below) d/Outbound Inbo
VLAN ID (Source VID) und/Outbound In

VLAN ID2 (Secondary VLAN) (Source VID) bound/Outbound
Supports Maskin Inbound/Outbound
pp g
Policy
Out Class Unrestricted Yes
Policy Attributes -- Inbound
Assign Queue Yes
Drop Yes
Mark COS Yes
Mark COS-AS-COS2 Yes
Mark COS2 (Secondary COS) Yes
Mark IP DSCP Yes
Mark IP Precedence Yes
Mirror (to supported interface types only) Yes
Police Simple Pol Yes
ice Single-Rate P Yes
olice Two-Rate Yes
Police Color Aware Mode Yes
Yes

Redirect (to supported interface types only)
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Policy Attributes -- Outbound
Drop
Mark COS M
ark IPDSCP
Mark IP Precedence
Mirror (to supported interface types only)
Police Simple Pol
ice Single-Rate P
olice Two-Rate
Police Color Aware Mode
Redirect (to supported interface types only)
Service Interface
Inbound Slot.Port configurable |
nbound 'All' Ports configurable O
utbound Slot.Port configurable
Outbound "All' Ports configurable
Supports LAG interfaces
Mixed L2/IPv4 match criteria, inbound M
ixed IPv4/IPv6 match criteria, inbound M
ixed IPv4/IPv6 match criteria, outbound
PHB Support
EF
AF4x
AF3x
AF2x
AF1x
csS

Statistics -- Policy Instance
Offered

Discarded
QoS - COS Feature Support
COS Support

Supports LAG interfaces

COS Mapping Config Confi
gurable per-interface IP D
SCP Mapping

COS Queue Config
Queue Parms configurable per-interface
Drop Parms configurable per-interface

Interface Traffic Shaping (for whole egress interface)
Minimum Bandwidth

Weighted Deficit Round Robin (WDRR) Support
Maximum Queue Weight

WRED Support

PTP - PTPv2 Feature Support
PTPv2
IEEE 1588 PTPv2 Section 10 and 11.5

Implementation

Limitations

Method

PTPv2 packet fields that are updated

PTPv2 packet fields that are NOT updated

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes
Yes
Yes
Yes
Yes

packets
packets

Yes
Yes

Yes
Yes

Yes
Yes
Yes
Yes
Yes
127

Yes

Yes

Transparent Clock (TC) End-to-End implementation considering the residence time of PTPv2 packets from
ingress to egress

PTPv1 packets are forwarded but not processed (no PTPv1 support).
Residence time of the PPTPv2 packet at the egress port level

The "Sync & Delay_Req" field of passing/egressing out PTPv2 packets is updated with the residence time
in the switch

Other fields in PTPv2 packets ("Announce”, "Delay_Resp”, "Pdelay_Req" and "Pdelay_Resp") are not
updated
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TSN - Time Sensitive Networking AVB Feature Support

AVB

IEEE 802.1BA-2011 Audio Video Bridging (AVB) Yes
IEEE 802.1AS-2011 gPTP Yes
IEEE 802.1Qav-2009 FQTSS Yes
IEEE 802.1Qat-2010 MSRP Yes
IEEE 802.1ak MMRP Yes
IEEE 802.1ak MVRP Yes
Max number of AVB streams 256 streams per switch
Limitations AVB isn't supported on a LAG (link aggregation group, or port channel)

Functional Summary - IETF RFC Standards and IEEE Network Protocols

Core Management

RFC 854 —Telnet RFC 3414 —User-Based Security Model

RFC 855 —Telnet option specifications RFC 3415 —View-based Access Control Model

RFC 1155 —SMI v1 RFC 3416 —Version 2 of SNMP Protocol Operations

RFC 1157 —SNMP RFC 3417 —Transport Mappings

RFC 1212 —Concise MIB definitions RFC 3418 —Management Information Base (MIB) for the Simple Network Management Protocol (SNMP)

RFC 1867 —HTML/2.0 forms with file upload extensions Configurable Management VLAN

RFC 1901 —Community-based SNMP v2 SSL3.0and TLS 1.2

RFC 1908 —Coexistence between SNMP v1 and SNMP v2 - RFC 2246 —The TLS protocol, version 1.0

RFC 2068 —HTTP/1.1 protocol as updated by draft-ietf-http-v11-spec-rev-03 - RFC2346 —AES cipher suites for Transport layer security
RFC 2271 —SNMP framework MIB - RFC 2818 —HTTP over TLS SSH 2.0

RFC 2295 —Transparent content negotiation SSH 2.0

RFC 2296 —Remote variant selection; RSVA/1.0 state management cookies —draft-ietf-http-state-mgmt-05 - RFC 4253 —SSH transport layer protocol

RFC 2576 —Coexistence between SNMP v1,v2, and v3 - RFC 4252 —SSH authentication protocol

RFC 2578 —SMI v2 - RFC 4254 —SSH connection protocol

RFC 2579 —Textual conventions for SMI v2 - RFC 4251 —SSH protocol architecture

RFC 2580 —Conformance statements for SMI v2 - RFC 4716 —SECSH public key file format

- RFC 4419 —Diffie-Hellman group exchange for the
SSH transport layer protocol

RFC 3410 —Introduction and Applicability Statements for Internet Standard Management Framework
RFC 3411 —An Architecture for Describing SNMP Management Frameworks HTML 4.0 specification, December 1997
RFC 3412 —Message Processing & Dispatching

Java Script™ 1.3
RFC 3413 —SNMP Applications

Advanced Management

Industry-standard CLI with the following features:

- Scripting capability Optional user password encryption
- Command completion Multisession Telnet server
- Context-sensitive help Auto Image Upgrade
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Core Switching

IEEE 802.1AB — Link level discovery protocol INI;:\I;ZFEPSOZ.1BA-201 1, 802.1AS-2011 gPTP, 802.1Qav-2009 FQTSS, 802.1Qat-2010 MSRP, 802.1ak MMRP,

IEEE 802.1D —Spanning tree IEEE 802.3ac —VLAN tagging

IEEE 802.1p —Ethernet priority with user provisionin . .
and mappiﬁg priority P g IEEE 802.3ad — Link aggregation

IEEE 802.1Q —Virtual LANs w/ port-based VLANs IEEE 802.3ae —10 GbE

IEEE 802.1S —Multiple spanning tree compatibility IEEE 802.3af —Power over Ethernet

IEEE 802.1v —Protocol-based VLANs
IEEE 802.1W —Rapid spanning tree
iEEE 802.1AB —LLDP

IEEE 802.1X —Port-based authentication
IEEE 802.3 —10Base-T

IEEE 802.3u —100Base-T

IEEE 802.3ab —1000Base-T

IEEE 802.3bz-2016 —2.5GBASE-T
Additional Layer 2 Functionality
Broadcast storm recovery

Double VLAN/VMAN tagging

DHCP Snooping

Dynamic ARP inspection

Independent VLAN Learning (IVL) support
IPv6 classification APIs

Jumbo Ethernet frames

Port mirroring

Static MAC filtering

System Facilities

Event and error logging facility

Runtime and configuration download capability

PING utility
XMODEM

RFC 768 —UDP
RFC 783 —TFTP
RFC 791 —1IP
RFC 792 —ICMP

RFC 793 —TCP

IEEE 802.3at —Power over Ethernet Plus

IEEE 802.3x —Flow control

ANSI/TIA-1057 —LLDP-MED

GARP —Generic Attribute Registration Protocol: clause 12, 802.1D-2004
GMRP —Dynamic L2 multicast registration: clause 10, 802.1D-2004
GVRP —Dynamic VLAN registration: clause 11.2, 802.1Q-2003

RFC 4541 —IGMP snooping and MLD snooping

RFC 5171 —UniDirectional Link Detection (UDLD) Protocol

IGMP and MLD snooping querier
Port MAC locking

MAC-based VLANs

IP source guard

IP subnet-based VLANs

Voice VLANs

Protected ports

IGMP snooping

Green Ethernet power savings mode

RFC 2030 —Simple Network Time Protocol (SNTP) V4 for IPv4, IPv6, and OSI
RFC 2131 —DHCP Client/Server

RFC 2132 —DHCP options and BOOTP vendor extensions

RFC 2865 —RADIUS client

RFC 2866 —RADIUS accounting

RFC 2868 —RADIUS attributes for tunnel protocol support

RFC 2869 —RADIUS extensions

RFC 28869bis — RADIUS support for Extensible Authentication Protocol (EAP)

RFC 5176 —RADIUS Change of Auth
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RFC 826 — ARP

RFC 951 —BOOTP

RFC 1321 —Message digest algorithm

RFC 1534 —Interoperability between BOOTP and DHCP
Core Routing

RFC 826 —Ethernet ARP

RFC 894 —Transmission of IP datagrams over Ethernet
networks

RFC 896 —Congestion control in IP/TCP networks

RFC 1027 —Using ARP to implement transparent subnet
gateways (Proxy ARP)

RFC 1256 —ICMP router discovery messages
RFC 1321 —Message digest algorithm
RFC 1519 —CIDR

Quality of Service - DiffServ

RFC 2474 —Definition of the differentiated services field
(DS Field) in IPv4/1Pv6 headers

RFC 2475 —An architecture for differentiated services
RFC 2597 —Assured forwarding PHB group

Quality of Service - Access Control Lists (ACLs)

Permit/deny actions for inbound or outbound IP traffic
classification based on:

- Type of service (ToS) or differentiated services (DS)
DSCP field

- Source IP address

- Destination IP address

- TCP/UDP source port

- TCP/UDP destination port
- IPvé flow label

- IP protocol number

Quality of Service - Class of Service (CoS)

Direct user configuration of the following:
- IP DSCP to traffic class mapping
- IP precedence to traffic class mapping

- Interface trust mode: 802.1p, IP Precedence, IP
DSCP,or untrusted

- Interface traffic shaping rate

- Minimum and maximum bandwidth per queue
- Strict priority versus weighted (WRR/WDRR/WFQ)
scheduling per queue

- Tail drop versus Weighted Random Early Detection
(WRED) queue depth management

Core Multicast
RFC 1112 —Host extensions for IP multicasting
RFC 2236 —IGMP v2

RFC 2710 —MLDv1

RFC 3164 —The BSD syslog protocol with RFC 5424 update

RFC 3580 —802.1X RADIUS usage guidelines

Power Source Equipment (PSE) IEEE 802.af Powered Ethernet (DTE Power via MDI) standard

RFC 1812 —Requirements for IPv4 routers

RFC 2082 —RIP-2 MD5 authentication

RFC 2131 —DHCP relay

RFC 2385—Protection of BGP Sessions via the TCP MD5 Signature Option
RFC 2453 —RIP v2

RFC 3021 —Using 31-Bit Prefixes on Point-to-Point Links

RFC 3046 —DHCP/BOOTP relay

RFC 2697 —A Single Rate Three Color Marker

RFC 3246 —An expedited forwarding PHB (Per-Hop Behavior)

RFC 3260 —New terminology and clarifications for DiffServ

Permit/deny actions for inbound or outbound Layer 2 traffic classification based on:

- Source MAC address

- Destination MAC address

- EtherType

- VLAN identifier value or range (outer and/or inner VLAN tag)
- 802.1p user priority (outer and/or inner VLAN tag)

Optional rule attributes:

- Assign matching traffic flow to a specific queue

- Redirect or mirror (flow-based mirroring) matching traffic flow to a specific port
- Generate trap log entries containing rule hit counts

Auto VolP

RFC3973 —PIM-DM
RFC4601 —PIM-SM

Draft-ietf-magma-igmp-proxy-06.txt —IGMP/MLD-based multicast forwarding (IGMP/MLD proxying)
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RFC 2365 —Administratively scoped boundaries
RFC 3376 —IGMPv3

RFC3810 —MLDv2

Core IPv6 Routing

RFC 1981 —Path MTU for IPv6

RFC 2373 —IPv6 addressing

RFC 2460 —IPv6 protocol specification
RFC 2461 —Neighbor discovery

RFC 2462 —Stateless autoconfiguration
RFC 2464 —IPv6 over Ethernet

RFC 2711 —IPv6 router alert

RFC 3056—Connection of IPv6 Domains via IPv4 Clouds

RFC 3315 —Dynamic Host Configuration Protocol for
IPv6 (DHCPv6)

RFC 3484 —Default address selection for IPvé
Supported MIBs

Base Package MIBs

ANSI/TIA-1057 —LLDP-EXT-MED-MIB

DIFFSERV DSCP TC (Draft —no RFC)

DNS-RESOLVER-MIB (IETF DNS Working Group)

DNS-SERVER-MIB (IETF DNS Working Group)

GreenEthernet Private MIB

IANA-ADDRESS-FAMILY-NUMBERS-MIB (IANA (3/2002)

|IEEE 802.1AB-2004 —LLDP MIB

|IEEE 802.1AB-2005 —LLDP-EXT-DOT3-MIB

POWER ETHERNET MIB (Draft —no RFC)

RFC 1155 —SMI-MIB

RFC 1450 —SNMPV2-MIB

RFC 2273 —SNMP Notification MIB, SNMP Target MIB

RFC 2392 —IANA RTPROTO-MIB

RFC 2572 —SNMP Message Processing and Dispatching
MIB

RFC 2574 —User-based Security Model for SNMPv3 MIB

RFC 2575 —View-based Access Control Model for SNMP
MIB

RFC 2576 —SNMP Community MIB

RFC 2578 —SNMPV2-SMI

Draft-ietf-magma-igmpv3-and-routing-05.txt —IGMPv3 and multicast routing protocol interaction
Static RP configuration

Static RP configuration

RFC 3493 —Basic socket interface for IPvé6

RFC 3513 —Addressing architecture for IPvé

RFC 3542 —Advanced sockets API for IPv6

RFC 3587 —IPv6 global unicast address format

RFC 3736 —Stateless DHCPvé6

RFC 4213 —Basic transition mechanisms for IPvé

RFC 4291 —Addressing architecture for IPvé

RFC 4443 —Internet Control Message Protocol (ICMPv6) for the IPvé6 Specification

RFC 6164 —Using 127-Bit IPv6 Prefixes on Inter-Router Links

RFC 6583 —Operational Neighbor Discovery Problems

RFC 2674 —Q-BRIDGE-MIB

RFC 2677 —IANA Address Family Numbers MIB

RFC 2819 —RMON MIB

RFC 2925 —DISMAN-PING-MIB and DISMAN-TRACEROUTE-MIB

RFC 3273 —RMON MIB for High Capacity Networks

RFC 3411 —SNMP Management Frameworks MIB

RFC 3411 —SNMP-FRAMEWORK-MIB

RFC 3412 —SNMP-MPD-MIB

RFC 3413 —SNMP-NOTIFICATION-MIB

RFC 3413 —SNMP-PROXY-MIB (initial revision published as RFC 2273)
RFC 3413 —SNMP-TARGET-MIB (initial revision published as RFC 2273)
RFC 3414 —User-based Security Model for SNMPv3 MIB

RFC 3415 —View-based Access Control Model for SNMP MIB

RFC 3417 —SNMPV2-TM

RFC 3418 —SNMPv2 MIB

RFC 3434 —RMON MIB Extensions for High Capacity Alarms

RFC 3584 —SNMP Community MIB

RFC 3621 —POWER-ETHERNET-MIB
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RFC 2579 —SNMPV2-TC
RFC 2580— SNMPV2-CONF
RFC 2613 —SMON-MIB
Switching Package MIBs
RFC 1213 —MIB-II

ANSI/TIA 1057 —LLDP-MED MIB

FASTPATH Enterprise MIBs supporting switching
features

FASTPATH-MMRP-MIB —MMRP private MIB for IEEE
802.1Q devices

FASTPATH-MSRP-MIB —MSRP private MIB for IEEE
802.1Q devices

FASTPATH-MVRP-MIB —MVRP private MIB for IEEE
802.1Q devices

IANAifType-MIB —IANAifType Textual Convention
IEEE 802.1AB —LLDP MIB
IEEE 802.3AD MIB (IEEE8021-AD-MIB)

IEEE Draft P802.1AS/D7.0 (IEEE8021-AS-MIB)

IEEE LAG-MIB —Link Aggregation module for managing
IEEE 802.3ad

LLDP-EXT-DOT3-MIB (partof IEEE Std 802.1AB)
LLDP-MIB (part of IEEE Std 802.1AB)
Private MIB for 802.1Qat, 802.1Qav Configuration

RFC 1493 —Bridge MIB

RFC 1643 —Definitions of managed objects for the
Ethernet-like interface types

Routing Package MIBs

FASTPATH Enterprise MIBs supporting routing features
IANA-Address-Family-Numbers-MIB

IPv6 Management MIBs

RFC 3419 —TRANSPORT-ADDRESS-MIB
IPv6-ICMP-MIB (draft)

IPv6 Routing MIBs

RFC 2465 —IPv6 MIB

QoS Package MIB

RFC 3289 —DIFFSERV-MIB & DIFFSERV-DCSP-TC MIBs
Security MIB

RFC 2618 —RADIUS Authentication Client MIB

RFC 2620 —RADIUS Accounting MIB

SNMP-RESEARCH-MIB— SNMP research MIB definitions
SR-AGENT-INFO-MIB— SNMP research MIB definitions

USM-TARGET-TAG-MIB —SNMP research MIB definitions

RFC 2011 —SNMPv2 Management Information Base

RFC 2213 —Integrated Services MIB

RFC 2233 —IF-MIB

RFC 2233 —The Interfaces Group MIB using SMI v2

RFC 2674 —VLAN and Ethernet Priority MIB (P-Bridge MIB)

RFC 2737 —Entity MIB (Version 2)

RFC 2819 —RMON Groups 1,2,3, & 9

RFC 2863 —Interfaces Group MIB

RFC 3291 —INET Address MIB

RFC 3291 —Textual Conventions for Internet Network Addresses

RFC 3621 —Power Ethernet MIB

RFC 3635 —Etherlike MIB

RFC 3636 —IEEE 802.3 Medium Attachment Units (MAUs) MIB

RFC 4022 —Management Information Base for the Transmission Control Protocol (TCP)

RFC 4113 —Management Information Base for the User Datagram Protocol (UDP)

RFC 4444 —IS-IS MIB

RFC 2096 —IP Forwarding Table MIB

RFC 2668 —IEEE 802.3 Medium Attachment Units (MAUs) MIB

IPv6-MIB (draft)

RFC 2466 —ICMPv6 MIB

Private MIBs for full configuration of DiffServ, ACL, and CoS functionality

IEEE8021-PAE-MIB —The Port Access Entity module for managing IEEE 802.1X

IEEE 802.1X MIB (IEEE 8021-PAE-MIB 2004 Revision)
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Multicast Package MIBs
RFC 2932 —IPv4 Multicast Routing MIB for PIMDMv4 draft-ietf-magma-mgmd-mib-05.txt —Multicast Group Membership Discovery MIB (both IGMP and MLD)
RFC 5060 —PIM-SM and PIM-DM MIB for IPv4 and IPv6
FASTPATH Enterprise MIBs supporting multicast features
RFC 5240 —BSR Protocol MIB

NETGEAR-BOXSERVICES-PRIVATE-MIB for SFP/SFP+ MIB Support

boxServicesFiberPortsOpticsTable boxServicesFiberPortOpticsPowerOut
BoxServicesFiberPortsOpticsEntry boxServicesFiberPortOpticsPowerin
boxServicesFiberPortindex boxServicesFiberPortOpticsTxFault
boxServicesFiberPortOpticsTemperature boxServicesFiberPortOpticsLos

boxServicesFiberPortOpticsVoltage
boxServicesFiberPortOpticsFaultStatus
boxServicesFiberPortOpticsCurrent

Management
Password management Yes
Configurable Management VLAN Yes
In-band management can be shut down using Man-
Out-of-band Management Yes agement ACLs when separate management network
Auto Install
Ye Scalable depl t fi , confi

(BOOTP and DHCP options 66, 67, 150 and 55, 125) es calable deployment process (firmware, config)
Admin access control via Radius and TACACS + Yes Policies, Enable
Industry standard CLI (IS-CLI) Yes Command Line interface
CLI commands logged to a Syslog server Yes
Web-based graphical user interface (GUI) Yes Fully functional GUI (exceptions are noted below:)
Features without Web GUI support

Authorization List CLI only

Control Plane ACL CLI only

uDbLD CLI only

Policy Based Routing CLI only

LLPF CLI only

QoS Policy for Single Rate CLI only

DHCPv6 Snooping CLI only

IPv6 DHCP Relay CLI only

eMail Alerting MM CLI only

RP CLI only
Telnet Yes
IPv6 management Yes
Dual Software (firmware) image Yes Allows non disruptive firmware upgrade process
Editable Configuration file Yes Text-based (CLI commands) configuration file

With new startup configuration file, the switch grace-

NI GRS == fully resolves any differences with the running config
IS-CLI Scripting Yes
Port descriptions Yes
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SNTP client over UDP port 123

XMODEM
SNMP v1/v2

SNMP v3 with multiple IP addresses

RMON 1,2,3,9
Max Ether Stats entries
Max History entries
Max buckets per History entry
Max Alarm entries
Max Event entries
Max Log entries per Event entry

Port Mirroring
Number of monitor sessions
Tx/Rx
Many to One Port Mirroring L
AG supported as source ports
Max source ports in a session

Remote Port Mirroring (RSPAN)

Flow based mirroring
Cable Test utility

Outbound Telnet

SSHv2
SSH Session Configuration

SSL v3 and TLS v1.2 for HTTPS web-based access
2048-bit RSA key pairs

SHA2-256 and SHA2-512 cryptographic hash functions
File transfers (uploads, downloads)

Secured protocols for file transfers

HTTP Max Sessions

SSL/HTTPS Max Sessions

HTTP Download (firmware)

Email Alerting

Syslog (RFC 3164) (RFC 5424)

Persistent log supported

User Admin Management

User ID configuration
Max number of configured users S
upport multiple READWRITE Users

Max number of IAS users (internal user database)

Authentication login lists

Authentication Enable lists

Provides synchronized network timestamp either in

Yes :
broadcast or unicast mode

Yes
Yes

Yes

Yes
34
102
10
102
102
10
Yes

1 (multiple sessions are configurable)
Yes

Yes
Yes

Total switch port count

Yes

When a particular session is enabled, any traffic entering or leaving the source ports of that session is
copied (mirrored) onto a Remote Switched Port Analyzer (RSPAN) VLAN

Yes
Yes CLI, Web GUI

Yes

Yes Secure Shell version 2 (OpenSSH 7.5p1)
Yes

Yes Open SSL 1.0.20)
Yes  For SSLv3 and SSHv2

Yes  For SSLv3 and SSHv2

TFTP /HTTP

SCP /SFTP /HTTPS

16

16

Yes

Yes (CLI only)

Yes, forwarding messages via UDP using the Syslog protocol to one or more collectors or relays

Yes

Yes

Yes
100

Yes

Yes
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Authentication HTTP lists
Authentication HTTPS lists
Authentication Dot1x lists
Accounting Exec lists
Accounting Commands lists
Login History
M4250 series - Platform Constants
Maximum number of remote Telnet connections
Maximum number of remote SSH connections
Number of MAC Addresses
Number of VLANs
VLAN ID Range

Number of 802.1p Traffic Classes

IEEE 802.1x
Number of .1x clients per port

Number of LAGs
Maximum multiple spanning tree instances (MSTP)

Maximum per VLAN spanning tree instances (PVST)

MAC based VLANS
Number supported

Number of network buffers

Number of log messages buffered

Static filter entries

Unicast MAC and source port

Multicast MAC and source port

Multicast MAC and destination port (only)
Subnet based VLANs

Number supported
Protocol Based VLANs M

ax number of groups

Max protocols

Maximum Multicast MAC Addresses entries

Jumbo Frame Support
Max Size Supported

Number of IP Source Guard stations
Number of DHCP snooping bindings
Number of DHCPv6 snooping bindings

Number of DHCP snooping static entries

LLDP-MED number of remote nodes
LLDP Remote Management address buffers
LLDP Unknown TLV address buffers
LLDP Organisationally Defined Large TLV buffers
LLDP Organisationally Defined Small TLV buffers

Yes
Yes
Yes
Yes
Yes

50

5

5

16K

4,093 VLANs (802.1Q) simultaneously
1-4093

8 classes
48

8 LAGs with up to 8 ports per group
16

32
Yes

256

182

200

20
20
1024
Yes
128
Yes
128
16

1K

Yes
12k

379
32K
32K

1024

32
32
100
16
100
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Port MAC Locking Yes
Dynamic addresses per port 600
Static addresses per port 20

sFlow
Number of samplers 16
Number of pollers 16
Number of receivers 8

Radius
Max Authentication servers 32
Max Accounting servers 32

Number of Routes (v4/v6)

IPv4 Unicast Routes in Default IPv4 Basic SDM 894 SDM (System Data Management, or switch database)
Template
IPv6 Unicast Routes in Default IPv4 Basic SDM 126
Template
RIP application route scaling (IPv4 only) 32
Number of routing interfaces (including port/vlan) 128
Number of static routes (v4/v6) 64/64
DHCP Server
Max number of pools 256
Total max leases 2K
DNS Client
Concurrent requests 16
Name server entries 8
Seach list entries 6
Static host entries 64
Cache entries 128
Domain search list entries 32

DHCPv6 Server

Max number of pools 16
DNS domain names within a pool 3
DNS server addresses within a pool 8
Delegated prefix definitions within a pool 10
Number of Host Entries (ARP/NDP)
IPv4 only SDM build 4K SDM (System Data Management, or switch database)
IPv4/1Pv6 SDM build (v4/v6) 512
Static v4 ARP Entries 128
Number of ECMP Next Hops per Route 16
Number of ECMP groups 128
Total ECMP nexthops in Hardware 2048
Maximum MFDB entries 1K
IGMPv3 / MLDv2 Snooping Limits
IGMPv3/MLDv2 HW entries when IP Multicast 128/64
present
IP Multicast
IGMP Group Memberships per system 2K (IPv4) and 2K (IPv6)
Multicast Routes 512 (IPv4) and 128 (IPv6)
PIM-DM Neighbors 256
PIM-SM Neighbors 256
PIM-SM Static RP Entries 5
PIM-SM Candidate RP Group Range Entries 20
PIM-SM SSM Range Entries 5
IGMP Sources processed per group per message 73
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ACL Limits
Maximum Number of ACLs (any type) Maximu 100
m Number Configurable Rules per List Maxim 1,023

um ACL Rules per Interface and Direction
Maximum ACL Rules per Interface and Direction (IPv6)

1,023 ingress /511 ingress
893 ingress /253 egress

Maximum ACL Rules (system-wide) 16K
Maximum ACL Logging Rules (system-wide) 128
Maximum ACL per VLAN (system-wide) 64

COS Device Characteristics
Configurable Queues per Port
Configurable Drop Precedence Levels
DiffServ Device Limits
Number of Queues
Requires TLV to contain all policy instances combined

8 queues (standalone) 7 queues (stack)
3

8 queues (standalone) 7 queues (stack)
Yes

Max Rules per Class 13
Max Instances per Policy 28
Max Attributes per Instance 3
Max Service Interfaces 116
Max Table Entries
Class Table 32
Class Rule Table 192
Policy Table 64
Policy Instance Table 768
Policy Attribute Table 2304
Max Nested Class Chain Rule Count 26
AutoVolP number of voice calls 16
Voice VLAN number of devices 16
LEDs
Per port Speed, Link, Activity, PoE - Available both in front and in the rear
Per device Power, Fan - Available both in front and in the rear

Physical Specifications
Dimensions

M4250-9G1F-PoE+ (desktop switch)
M4250-9G1F-PoE+ (power adapter)
M4250-8G2XF-PoE+ (desktop switch)
M4250-8G2XF-PoE+ (power adapter)

M4250-10G2F-PoE+
M4250-10G2XF-PoE+

Width: 8.27 inches (210 mm
Width: 6.65 inches (169 mm

)
)
Width: 8.27 inches (210 mm)
)

(
(
(
(

; Height: 1.57 inches (40 mm); Depth: 5.51 inches (140 mm)
; Height: 1.40 inches (35.5 mm); Depth: 2.83 inches (72 mm)
; Height: 1.57 inches (40 mm); Depth: 5.51 inches (140 mm)

Width: 7.76 inches (197 mm); Height: 1.54 inches (39 mm); Depth: 3.51 inches (89 mm)
Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth
Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth

: 7.87 inches (200 mm)
: 7.87 inches (200 mm)

M4250-10G2XF-PoE ++ Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth: 10.12 inches (257 mm)
M4250-26G4F-PoE+ Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth: 10.12 inches (257 mm)
M4250-26G4F-PoE++ Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth: 15.75 inches (400 mm)
M4250-26G4XF-PoE+ Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth: 15.75 inches (400 mm)
M4250-40G8F-PoE+ Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth: 15.75 inches (400 mm)
M4250-40G8XF-PoE+ Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth: 15.75 inches (400 mm)
M4250-40G8XF-PoE ++ Width: 17.32 inches (440 mm); Height: 2U - 3.40 inches (86.4 mm); Depth: 13.78 inches (350 mm)

M4250-12M2XF  M425
0-16XF

Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth
Width: 17.32 inches (440 mm); Height: 1U - 1.70 inches (43.2 mm); Depth

: 3.94 inches (100 mm)
: 7.87 inches (200 mm)
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Weight

M4250-9G1F-PoE+ (desktop switch)
M4250-9G1F-PoE+ (power adapter)
M4250-8G2XF-PoE+ (desktop switch)
M4250-8G2XF-PoE+ (power adapter)
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE++
M4250-12M2XF

M4250-16XF

Power Consumption

All ports used, max PoE load, line-rate traffic, maximum
M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE++
M4250-12M2XF M425

0-16XF

All ports used, no PoE, line-rate traffic, maximum
M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE ++
M4250-12M2XF M425

0-16XF

2.13 b (0.965 kg)
1.21 b (0.550 kg)
2.13 b (0.967 kg)
2.11 b (0.955 kg)
6.28 b (2.850 kg)
6.39 1b (2.900 kg)
8.44 b (3.830 kg)
9.47 b (4.300 kg)
14.87 b (6.746 kg)
12.02 (b (5.453 kg)
12.90 (b (5.852 kg)
13.91 (b (6.312 kg)
22.72 b (10.280 kg)
3.85 b (1.745 kg)
6.17 b (2.800 kg)

132.25W -451.5 BTU/hr
257.9W - 880.47 BTU/hr
163.9W -559.55 BTU/hr
306.4W - 1046.05 BTU/hr
837.7W -2859.91 BTU/hr
401W -1369.01 BTU/hr

1 PSU: 889W -3035.05 BTU/hr
614W -2096.2 BTU/hr

2 PSU: 1734W -5919.88 BTU/hr

624.8W -2133.07 BTU/hr
1197W - 4086.56 BTU/hr

1PSU: 912W -3113.57 BTU/hr 2 PSU: 1998W - 6821.17 BTU/hr 3 PSU: 3523W

9.88W -33.73 BTU/hr
18.14W -61.93 BTU/hr
17.32W -59.13 BTU/hr
25W -85.35 BTU/hr
26.3W -89.79 BTU/hr
122.22 BTU/hr
166.6 BTU/hr
159.78 BTU/hr
203.13 BTU/hr
304.53 BTU/hr
282 BTU/hr
37.9W -129.39 BTU/hr
47.84W -163.33 BTU/hr

35.8W -
48.8W -
46.8W -
59.5W -
89.2W -
82.6W -

-12027.52 BTU/hr
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Standby, no connection on any port
M4250-9G1F-PoE+
M4250-8G2XF-PoE+
M4250-10G2F-PoE+
M4250-10G2XF-PoE+
M4250-10G2XF-PoE++
M4250-26G4F-PoE+
M4250-26G4F-PoE++
M4250-26G4XF-PoE+
M4250-40G8F-PoE+
M4250-40G8XF-PoE+
M4250-40G8XF-PoE ++
M4250-12M2XF M425
0-16XF

Environmental Specifications

Operating:
Temperature (non-PoE models:
M4250-12M2XF, M4250-16XF)

Temperature (all other models)
Humidity
Altitude
Storage:
Temperature
Humidity Al
titude
Electromagnetic Emissions and Immunity

Certifications

Safety

Certifications

6.4W -22.02 BTU/hr
9.51W - 32.47 BTU/hr
8.53W -29.12BTU/hr
12.96W - 44.24BTU/hr
18W - 61.45BTU/hr
23.4W -79.89 BTU/hr
36.9W - 125.98 BTU/hr
33.9W - 115.73 BTU/hr
46.4W - 158.41 BTU/hr
74.5W -254.34 BTU/hr
68.5W -233.86 BTU/hr
14.1W - 48.14BTU/hr
19.27W - 65.78BTU/hr

32° to122°F (0° to 50°C)

32° to 113°F (0° to 45°C)
90% maximum relative humidity, non-condensing
10,000 ft (3,000 m) maximum

-4° to 158°F (-20° to 70°C)
95% maximum relative humidity, non-condensing
10,000 ft (3,000 m) maximum

FCC: 47 CFR FCC Part 15, Class A; ANSI C63.4:2014

ISED: ICES-003:2016 Issue 7, Class A

CE: EN 55032:2015, Class A; EN61000-3-2:2014, Class A; EN 61000-3-3-:2013; EN 55024:2010; EN
55035:2017

RCM: AS/NZS CISPR 32:2015, Class A
CCC (China Compulsory Certificate): GB/T9254-2008, Class A

VCCI: VCCI-CISPR 32:2016, Class A
KC: KN32; KN 35, Class A

EAC: GOST IEC 62311-2013; GOST30804.3.2-2013; GOST30804.3.3-2013; GOST 30805.22-2013;
GOST CISPR 24-2013

BSMI: CNS 13438, Class A

CB report/Certificate: IEC 62368-1 Ed.2; IEC 60950-1 Ed.2 Am2
CSA: UL/ANSI 62368-1 ed.2; CAN/CSA C22.2 No. 62368-1-14
CE: EN 62368-1:2014

RCM: AZ/NZS 62368.1:2018

CCC (China Compulsory Certificate): GB4943.1-2011

KC: K 60950-1 (2011-12)

EAC: GOST IEC 62368-1-2014

BSMI: CNS 14336-1
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Package Content

M4250-9G1F-PoE+, M4250-8G2XF-PoE+ desktop Switch

models

All models

External power adapter (standard C13 inlet)
Power cord(s)

USB Type-C to USB-A 2.0 console cable
Rubber caps for the SFP/SFP+ sockets
Rubber footpads for tabletop installation

Installation guide

Two brackets and screws for flanges, allowing for mounting on the wall, under a table or behind a screen

Switch
Power cord(s)

RJ45 straight-through wiring serial console cable to DB9
USB Type-C to USB-A 2.0 console cable

Rubber caps for the SFP/SFP+ sockets
Rubber footpads for tabletop installation

Installation guide

Two regular (short) brackets and screws for two-post rack mount (for front posts) allowing for mounting

with ports on the back, or ports on the front of the rack

Two longer brackets for two-post rack mount (for front posts) recessing the switch by 2 inches in order to

make room for the cabling

Optional Modules and Accessories

AGM731F
AGM732F

AGM734

AXC761

AXC763

AXC765

AXC767

AXC7610

AXC7615

AXC7620

AXM761

AXM761 (pack of 10)
AXM762

AXM762 (pack of 10)
AXM763

AXM764

AXM765

ProSAFE Warranty and Support
ProSAFE Limited Lifetime Hardware Warranty**
90 days of Technical Support via phone and email*
Lifetime Technical Support through online chat

Lifetime Next Business Day hardware replacement

1000BASE-SX SFP LC Transceiver (multimode, 550m OM4/0M3 50/125pm, 275m OM2/0M1 62.5/125pum)
1000BASE-LX SFP LC Transceiver (single mode, 10km 9/125pum)

1000BASE-T SFP RJ45 Transceiver

10G Direct Attach SFP+ to SFP+ 1 Meter Passive DAC Cable

10G Direct Attach SFP+ to SFP+ 3 Meter Passive DAC Cable

10G Direct Attach SFP+ to SFP+ 5 Meter Active DAC Cable

10G Direct Attach SFP+ to SFP+ 7 Meter Active DAC Cable

10G Direct Attach SFP+ to SFP+ 10 Meter Active DAC Cable

10G Direct Attach SFP+ to SFP+ 15 Meter Fiber DAC Cable

10G Direct Attach SFP+ to SFP+ 20 Meter Fiber DAC Cable

10GBASE-SR SFP+ LC Transceiver (multimode, 300m OM4/0M3 50/125pm, 33m OM2/0M1 62.5/125pm)
Pack of 10 AXM761 Transceivers (multimode, 300m OM4/0M3 50/125pum, 33m OM2/0M1 62.5/125um)
10GBASE-LR SFP+ LC Transceiver (single mode, 10km 9/125um)

Pack of 10 AXM762 Transceivers (single mode, 10km 9/125pm)

10GBASE-LRM SFP+ LC Transceiver (multimode, 165m OM4/0M3 50/125um, 100m OM2/0M1 62.5/125pm)
10GBASE-LR LITE SFP+ LC Transceiver (single mode, 2km 9/125pm)

10GBASE-T SFP+ RJ45 Transceiver (80m)

Included
Included, 90 days after purchase
Included, lifetime

Included, lifetime

AGM731F
AGM732F
AGM734-10000S
AXC761-10000S
AXC763 -10000S
AXC765-10000S
AXC767 -10000S
AXC7610-10000S
AXC7615 -10000S
AXC7620 -10000S
AXM761-10000S
AXM761P10-10000S
AXM762-10000S
AXM762P10-10000S
AXM763-10000S
AXM764-10000S
AXM765-20000S
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ProSupport Service Packs

Installation contracts for:

PSB0304-10000S

Supplemental support contracts for:

PMB0312-10000S

PMB0332-10000S

PMB0352-10000S

Supplemental support contracts for:

PMB0313-10000S

PMB0333-10000S
PMB0353-10000S
AGM731F
AGM732F

AGM734

AXC761

AXC763

AXC765

AXC767

AXC7610

AXC7615

AXC7620

AXM761

AXM761 (pack of 10)
AXM762

AXM762 (pack of 10)
AXM763

AXM764

AXM765

All models

Remote Installation Setup and Configuration Service Contract (2-hour planned appointment)

PoE++, M4250-12M2XF, M4250-16XF, M4250-26G4F-PoE+

OnCall 24x7 1-year Category 2
OnCall 24x7 3-year Category 2

OnCall 24x7 5-year Category 2

40G8XF-PoE++
OncCall 24x7 1-year Category 3

OnCall 24x7 3-year Category 3
OnCall 24x7 5-year Category 3
1000BASE-SX SFP LC Transceiver (multimode, 550m OM4/0M3 50/125um, 275m OM2/0M1 62.5/125pm)
1000BASE-LX SFP LC Transceiver (single mode, 10km 9/125um)
1000BASE-T SFP RJ45 Transceiver
10G Direct Attach SFP+ to SFP+ 1 Meter Passive DAC Cable
10G Direct Attach SFP+ to SFP+ 3 Meter Passive DAC Cable
10G Direct Attach SFP+ to SFP+ 5 Meter Active DAC Cable
10G Direct Attach SFP+ to SFP+ 7 Meter Active DAC Cable
10G Direct Attach SFP+ to SFP+ 10 Meter Active DAC Cable
10G Direct Attach SFP+ to SFP+ 15 Meter Fiber DAC Cable
10G Direct Attach SFP+ to SFP+ 20 Meter Fiber DAC Cable
10GBASE-SR SFP+ LC Transceiver (multimode, 300m OM4/0M3 50/125pm, 33m OM2/0M1 62.5/125pm)
Pack of 10 AXM761 Transceivers (multimode, 300m OM4/0M3 50/125pym, 33m OM2/0M1 62.5/125pm)
10GBASE-LR SFP+ LC Transceiver (single mode, 10km 9/125um)
Pack of 10 AXM762 Transceivers (single mode, 10km 9/125pm)
10GBASE-LRM SFP+ LC Transceiver (multimode, 165m OM4/0OM3 50/125pm, 100m OM2/0M1 62.5/125pm)
10GBASE-LR LITE SFP+ LC Transceiver (single mode, 2km 9/125pm)
10GBASE-T SFP+ RJ45 Transceiver (80m)

M4250-9G1F-PoE+, M4250-8G2XF-PoE+, M4250-10G2F-PoE+, M4250-10G2XF-PoE+, M4250-10G2XF-

M4250-26G4F-PoE++, M4250-26G4XF-PoE+, M4250-40G8F-PoE+, M4250-40G8XF-PoE+, M4250-

AGM731F
AGM732F
AGM734-10000S
AXC761-10000S
AXC763 -10000S
AXC765-10000S
AXC767 -10000S
AXC7610-10000S
AXC7615 -10000S
AXC7620 -10000S
AXM761-10000S
AXM761P10-10000S
AXM762-10000S
AXM762P10-10000S
AXM763-10000S
AXM764-10000S
AXM765-20000S
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Ordering Information

NETGEAR Desktop AV Line M4250-9G1F-PoE+ Desktop 8x1G PoE+ 110W 1x1G and 1xSFP Managed Switch (GSM4210PD)

Americas GSM4210PD-100NAS

Europe GSM4210PD-100EUS

India GSM4210PD-100INS

Japan GSM4210PD-100JPS

South Korea GSM4210PD-100K0S

Taiwan GSM4210PD-100TWS

Hong Kong GSM4210PD-100UKS

Australia GSM4210PD-100AUS

China GSM4210PD-100PRS

Other APAC GSM4210PD-100PES

NETGEAR Desktop AV Line M4250-8G2XF-PoE+ Desktop 8x1G PoE+ 220W and 2xSFP+ Managed Switch (GSM4210PX)
Americas GSM4210PX-100NAS

Europe GSM4210PX-100EUS

India GSM4210PX-100INS

Japan GSM4210PX-100JPS

South Korea GSM4210PX-100K0S

Taiwan GSM4210PX-100TWS

Hong Kong GSM4210PX-100UKS

Australia GSM4210PX-100AUS

China GSM4210PX-100PRS

Other APAC GSM4210PX-100PES

NETGEAR AV Line M4250-10G2F-PoE+ 8x1G PoE+ 125W 2x1G and 2xSFP Managed Switch (GSM4212P)
Americas GSM4212P-100NAS

Europe GSM4212P-100EUS

Asia Pacific GSM4212P-100AJS

China GSM4212P-100PRS

NETGEAR AV Line M4250-10G2F-PoE+ 8x1G PoE+ 125W 2x1G and 2xSFP AVB-Ready Managed Switch (GSM4212P)
Americas GSM4212P-111NAS

Europe As GSM4212P-111EUS

ia Pacific GSM4212P-111AJS

China GSM4212P-111PRS

NETGEAR AV Line M4250-10G2XF-PoE+ 8x1G PoE+ 240W 2x1G and 2xSFP+ Managed Switch (GSM4212PX)
Americas GSM4212PX-100NAS

Europe GSM4212PX-100EUS

Asia Pacific GSM4212PX-100AJS

China GSM4212PX-100PRS

NETGEAR AV Line M4250-10G2XF-PoE++ 8x1G Utra90 PoE++ 802.3bt 720W 2x1G and 2xSFP+ Managed Switch (GSM4212UX)
Americas GSM4212UX-100NAS

Europe As GSM4212UX-100EUS

ia Pacific GSM4212UX-100AJS

China GSM4212UX-100PRS

NETGEAR AV Line M4250-26G4F-PoE+ 24x1G PoE+ 300W 2x1G and 4xSFP Managed Switch (GSM4230P)
Americas GSM4230P-100NAS

Europe GSM4230P-100EUS

Asia Pacific GSM4230P-100AJS

China GSM4230P-100PRS
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NETGEAR AV Line M4250-26G4F-PoE++ 24x1G Ulra90 PoE++ 802.3bt 1,440W 2x1G and 4xSFP Managed Switch (GSM4230UP)

Americas GSM4230UP-100NAS
Europe GSM4230UP-100EUS
Asia Pacific GSM4230UP-100AJS
China GSM4230UP-100PRS

NETGEAR AV Line M4250-26G4XF-PoE+ 24x1G PoE+ 480W 2x1G and 4xSFP+ Managed Switch (GSM4230PX)

Americas GSM4230PX-100NAS
Europe GSM4230PX-100EUS
Asia Pacific GSM4230PX-100AJS
China GSM4230PX-100PRS

NETGEAR AV Line M4250-40G8F-PoE+ 40x1G PoE+ 480W and 8xSFP Managed Switch (GSM4248P)

Americas GSM4248P-100NAS
Europe GSM4248P-100EUS
Asia Pacific GSM4248P-100AJS
China GSM4248P-100PRS

NETGEAR AV Line M4250-40G8XF-PoE+ 40x1G PoE+ 960W and 8xSFP+ Managed Switch (GSM4248PX)

Americas GSM4248PX-100NAS
Europe GSM4248PX-100EUS
Asia Pacific GSM4248PX-100AJS
China GSM4248PX-100PRS

NETGEAR AV Line M4250-40G8XF-PoE++ 40x1G Ultra90 PoE++ 802.3bt 2,880W and 8xSFP+ Managed Switch (GSM4248UX)

Americas GSM4248UX-100NAS
Europe GSM4248UX-100EUS
Asia Pacific GSM4248UX-100AJS
China GSM4248UX-100PRS

NETGEAR AV Line M4250-12M2XF 12x2.5G and 2xSFP+ Managed Switch (MSM4214X)

Americas MSM4214X-100NAS
Europe MSM4214X-100EUS
Asia Pacific MSM4214X-100AJS
China MSM4214X-100PRS

NETGEAR AV Line M4250-16XF 16xSFP+ Managed Switch (XSM4216F)

Americas XSM4216F-100NAS
Europe XSM4216F-100EUS
Asia Pacific XSM4216F-100AJS
China XSM4216F-100PRS

** This product comes with a limited warranty that is valid only if purchased from a NETGEAR authorized reseller, and covers unmodified hardware, fans and internal power
supplies - not software or external power supplies, and requires product registration at https://www.netgear.com/business/registration within 90 days of purchase; see
https://www.netgear.com/about/warranty for details. Intended for indoor use only.

NETGEAR, the NETGEAR Logo and ProSAFE are trademarks of NETGEAR, Inc. in the United States and/or other countries. Other brand names mentioned herein are for
identification purposes only and may be trademarks of their respective holder(s). Information is subject to change without notice. © 2022 NETGEAR, Inc. All rights reserved.

NETGEAR, Inc. 350 E. Plumeria Drive, San Jose, CA 95134-1911 USA, 1-888-NETGEAR (638-4327), E-mail: info@NETGEAR.com, www.NETGEAR.com
DS-M4250-1Jun22
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